ALBANY LAW SCHOOL

ONLINE GRADUATE PROGRAMS

Financial Compliance and Risk Management

Course Descriptions
(Subject to modfication)

M.S. and LL.M. students take a minimum of 18 credits in the FCRM discipline, in addition to other program
completion requirements. No specific FCRM courses are required. Courses are offered in either a 3-credit or 1-credit
format. Four credits per 7-week session (3+1) is considered full-time study.

3-CREDIT COURSES:

Two-Part Series on General Corporate Compliance:

FCRM 503: The Compliance Officer: Risk Management and Compliance Obligations

In this course, you will learn about the role and responsibilities of a compliance officer at a multinational organization.
We'll explore the basic building blocks to build, support and lead a risk-based compliance program. We will cover
compliance laws, cases, policies and their programmatic application to prevent, detect and respond to compliance risks.

FCRM 507: The Chief Compliance Officer: Advanced Issues Impacting an International Organization

This course exposes students to the role and responsibilities of a compliance officer at a multinational organization, and
provides the student with the basic building blocks to build, support and lead a risk-based compliance program. In
addition to a survey of today’s “must know” compliance laws, cases and policies, the course focuses on their
programmatic application to prevent, detect and respond to compliance risks, and the subsequent all-important
communication of such risks with adequate context to management. The student is provided differing compliance
strategies and best practices via experienced guest speakers and articles of varying viewpoints. Assignments require
students to work both individually and in groups on “real life” tasks that mirror those of a compliance officer in a
multinational organization.

FCRM 501: Technology and Financial Markets: FinTech and Big Data

Financial markets are rapidly changing, and new products, strategies, and investment vehicles proliferate. This course
exposes students to emerging products, strategies, and technologies such as cryptocurrency, blockchain, and initial coin
offerings; algorithmic trading; high-frequency trading; new digital payment systems; and Robo advisors, with a focus on
what the future of the industry holds and how we can prepare today for future developments.

FCRM 502: Securities Fraud, Financial Crimes, and Internal Investigations

This graduate-level course exposes students to an overview of the principal federal securities laws and their purposes;
various types of fraudulent securities schemes, including Ponzi schemes, offering fraud, accounting fraud, market
manipulation, insider trading, and the Foreign Corrupt Practices Act, as well as the basic concepts relevant to detecting and
prosecuting such schemes; and the fundamental principles involved in conducting internal investigations relating to
potential securities law violations.

FCRM 504: Financial Crimes
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This is a three credit course whose emphasis is on global money laundering and compliance, terrorist financing, bribery and
corruption and computer resources against financial crimes. This course includes comparative studies of foreign anti-
money laundering regimes, case studies and policy discussions. Goals of the course include analyses of the key players and
typologies, the complex evolution of the legal regimes and an evaluation of the effectiveness of the legal regimes. The
course concludes with a review of the defenses against financial crimes and the computer resources for researching the
problems and defenses.

FCRM 505: Data Privacy, Technology, and Financial Markets

This graduate-level course provides students with an overview of the legal and regulatory framework governing data
privacy and protection in the federal government and explores the nexus between that framework and state-level and
international rules and requirements. This course will provide an examination of: U.S. Privacy laws such as the Gramm-
Leach-Bliley Act (GLBA) and Regulation P, California’s data privacy framework, SEC guidance and rulemaking, the New York
Cyber Regulation for financial institutions, the EU General Data Protection Regulation, and other recent developments. It
will also cover the related compliance obligations of financial institutions as it relates to data privacy law.

CSDP 506: Supply Chain Cybersecurity Law

This graduate-level course takes a 360-degree look at supply chain cybersecurity risk management, offering insights into
legal and policy developments in an ever-shifting global landscape. The course begins with review and assessment of the
legal framework that the federal government has established to address supply chain cybersecurity issues and the role of
various agencies in implementing legal requirements across the government and with private sector partners. The course
offers the opportunity to analyze the similarities and differences between federal government and private sector
approaches and best practices to cybersecurity risk management and what is most likely to be effective in mitigating risk.
The course will explore sector-specific considerations in supply chain cybersecurity, including the financial sector, and the
broader impacts of this topic on national security, global relations, and consumer trust. Finally, students will learn about
evaluate other external factors that impact the supply chain, such as COVID-19 impacts, workforce and human rights
considerations, and geopolitical factors, to compare those risks with cybersecurity risks. Students will have a deep
understanding of supply chain risks and an ability to demonstrate and evaluate cybersecurity risk management effortsin a
variety of contexts.

1-CREDIT COURSES:

FCRM 601.: Introduction to Banking Regulation
This graduate-level course exposes students to an introductory-level understanding of banking regulation, with a focus on
key substantive compliance obligations, and strategies for assessing and ensuring compliance with these obligations.

FCRM 602: Compliance in the Retail Customer Relationship

This graduate-level course exposes students to an introductory level understanding of key compliance obligations in the
retail customer relationship, with a focus on overview of client due diligence (e.g. know-your-customer, risk rating
methodology, and account restrictions), data protection, information management, sales practices violations, and
consumer complaint handling.

FCRM 603: Introduction to Broker-Dealer Regulation

This graduate-level course exposes students to an introductory-level understanding of broker-dealer regulation, with a
focus on key substantive compliance obligations, and strategies for assessing and ensuring compliance with these
obligations.

FCRM 604: Introduction to Financial Institutions, Products, Professionals and Associated Regulatory Structure
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This graduate-level course exposes students to an introductory-level understanding of financial institutions and will train
students in the “language” of the financial sector. Basic principles pertaining to investment products, strategies, the
regulatory framework, and market structure will be covered. The course is divided into three main sections: (1) depository
institutions (banks, thrifts, and credit unions), for which we will learn about their defining characteristics and functions,
product offerings, and regulatory oversight; (2) non-depository institutions (insurance companies, investment banks, and
investment companies), for which we will learn about their characteristics, functions, and regulatory oversight; and (3) the
characteristics, uses, and risks of securitization and other derivatives (futures/forwards, options, and swaps).

FCRM 605: Introduction to Insurance Regulation

This graduate-level course exposes students to: (1) current insurance regulatory laws in the United States governing
licensure, and market conduct of insurance companies and insurance professionals, and the financial solvency of insurance
companies, (2) the reasons that states are the primary insurance regulators, not the federal government, and (3) how state
insurance regulators think about critical issues in the regulation of insurance products and markets.

FCRM 606: Understanding Blockchain, Cryptocurrencies, and the Law (may also be offered as 3 credits)

This graduate-level course exposes students to the law as it pertains to cryptocurrency and the underlying technology,
blockchain. Blockchain is one of the most significant technologies to impact law and business in many years. This class will
describe the basics of blockchain technology, with an emphasis on use cases in the legal, business and the regulatory
environment.

FCRM 607: Introduction to Investment Advisors

This course seeks to prepare students for careers in investment advisors’ legal and compliance departments by outlining
the substantive provisions of the Investment Advisors Act of 1940. Students will be introduced to how investment advisors
seek to comply with applicable law focusing on how advisors deploy varying approaches based on investment strategy’s
managed by the advisor or size and sophistication of the advisor. Students will learn about the registration processes for
new advisers, required regulatory filings, key legal documents and enforcement cases brought by applicable regulators.
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