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Because the police insist on complete secrecy, however, 
the picture is far from complete. The NYPD should not be 
allowed to prevent the public and its elected representa-
tives from learning basic information necessary on these 
technologies, which is critical to effective oversight and 
the establishment of safeguards to protect the privacy 
and civil liberties of New Yorkers. The POST Act, intro-
duced by Council Member Vanessa Gibson and currently 
supported by 28 co-sponsors, would require NYPD to 
take these steps. 

In every age, police forces gain access to new tools 
and technologies that may advance their mission 
to prevent and combat crime. The deployment of 

new technologies requires an understanding of their 
impacts on the fundamental rights of the commu-
nities that police serve and the development of 
safeguards to prevent abuse. The New York Police 
Department (NYPD), however, has purchased and 
used new surveillance technologies while attempt-
ing to keep the public and the City Council in the dark.  
 
This chart provides an overview of the NYPD’s surveil-
lance technology, based on publicly available information, 
as well as the potential impact of the use of these tools. 

New York City Police  
Department Surveillance 
Technology
By Ángel Díaz   PUBLISHED OCTOBER 7, 2019

https://www.brennancenter.org/our-work/research-reports/public-oversight-surveillance-technology-post-act-resource-page
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How It Works Impact NYPD Policy & Scope of Use Further Reading

Facial recognition 
systems attempt 
to identify or verify 
the identity of 
individuals based 
on their face. 
Different systems 
analyze face 
characteristics 
in photos or 
video feeds, or 
through real-time 
surveillance. 

Facial recognition raises 
the following concerns:

Race, Gender, and Age 
Bias. Numerous studies 
have found that facial 
recognition performs 
poorly when analyzing 
the faces of women, 
children, and people 
with darker skin tones. 1 
This places communities 
already subject to over-
policing at greater risk of 
misidentification.

Privacy. Facial recog-
nition is recognized as 
extraordinarily intrusive, 
challenging reasonable 
expectations of privacy 
and lacking necessary 
oversight. This is why a 
number of groups have 
called for a moratorium 
on facial recognition. 

Free Speech. Law 
enforcement use of facial 
recognition can chill the 
exercise of First Amend-
ment rights by exposing 
protesters to persistent 
surveillance and identifi-
cation.

Regulation. There have 
been widespread calls for 
its regulation2, and some 
cities —  such as San 
Francisco3; Oakland4, CA; 
and Somerville, MA5 — 
have even banned its use.

Chief of Detectives Memo #3 (2012). 

NYPD’s Facial Identification Section (FIS) runs 
static photos obtained from various sources, 
including databases of arrest photos, juvenile 
arrest photos of children as young as 11, and 
photos connected to pistol permits, among 
others.6 The system analyzes a photo against 
those databases and generates potential 
matches.7 The system will return a list of 200+ 
potential matches from which an FIS investi-
gator selects one.8

Where the footage is blurry or otherwise unus-
able, the NYPD can use photo editing tools to 
replace facial features in a reference photo so 
it more closely resembles those in mugshots.9 
The NYPD has also run photos of celebrities 
through its facial recognition system to try to 
identify suspects that resemble the celebrity 
where the original photo returned no match-
es.10 The effectiveness of these techniques is 
doubtful.

Garbage In, Garbage Out 
– Face Recognition on 
Flawed Data (Georgetown 
Law Center on Privacy & 
Technology)

The NYPD uses altered 
images in its facial 
recognition system, new 
documents show (The 
Verge)

Review on the effects of 
age, gender, and race de-
mographics on automatic 
face recognition (The 
Visual Computer, Volume 
34)

She Was Arrested at 14. 
Then Her Photo Went 
to a Facial Recognition 
Database (The New York 
Times)

Gender Shades: In-
tersectional Accuracy 
Disparities in Commercial 
Gender Classification 
(Proceedings of Machine 
Learning Research, Vol-
ume 81)

NYPD ripped for abusing 
facial-recognition tool (NY 
Daily News) 

Coalition Letter Calling for 
a Federal Moratorium on 
Face Recognition (ACLU)

Face it: Recognition tech-
nology isn’t close to ready 
for prime-time (NY Daily 
News)

Face it: This is risky tech. 
We need to put strong 
controls on face-recogni-
tion technology (NY Daily 
News)

Facial Recognition Is 
Accurate, if You’re a White 
Guy (The New York Times) 

Interactive Facial Recogn-
tion Map (Fight for the 
Future)

Facial Recognition

https://drive.google.com/file/d/1M5kUIu3GYeeL_3Ah2fpmhAwgg8dY7WpG/view
http://www.flawedfacedata.com/
http://www.flawedfacedata.com/
http://www.flawedfacedata.com/
http://www.flawedfacedata.com/
http://www.flawedfacedata.com/
https://www.theverge.com/2019/5/16/18627548/nypd-facial-recognition-altered-faces-privacy
https://www.theverge.com/2019/5/16/18627548/nypd-facial-recognition-altered-faces-privacy
https://www.theverge.com/2019/5/16/18627548/nypd-facial-recognition-altered-faces-privacy
https://www.theverge.com/2019/5/16/18627548/nypd-facial-recognition-altered-faces-privacy
https://www.theverge.com/2019/5/16/18627548/nypd-facial-recognition-altered-faces-privacy
https://link.springer.com/article/10.1007/s00371-017-1428-z
https://link.springer.com/article/10.1007/s00371-017-1428-z
https://link.springer.com/article/10.1007/s00371-017-1428-z
https://link.springer.com/article/10.1007/s00371-017-1428-z
https://link.springer.com/article/10.1007/s00371-017-1428-z
https://link.springer.com/article/10.1007/s00371-017-1428-z
https://www.nytimes.com/2019/08/01/nyregion/nypd-facial-recognition-children-teenagers.html
https://www.nytimes.com/2019/08/01/nyregion/nypd-facial-recognition-children-teenagers.html
https://www.nytimes.com/2019/08/01/nyregion/nypd-facial-recognition-children-teenagers.html
https://www.nytimes.com/2019/08/01/nyregion/nypd-facial-recognition-children-teenagers.html
https://www.nytimes.com/2019/08/01/nyregion/nypd-facial-recognition-children-teenagers.html
http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf
http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf
http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf
http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf
http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf
http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf
http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf
https://www.nydailynews.com/new-york/nyc-crime/nypd-ripped-abusing-facial-recognition-tool-article-1.3847796
https://www.nydailynews.com/new-york/nyc-crime/nypd-ripped-abusing-facial-recognition-tool-article-1.3847796
https://www.nydailynews.com/new-york/nyc-crime/nypd-ripped-abusing-facial-recognition-tool-article-1.3847796
https://www.aclu.org/sites/default/files/field_document/2019-06-03_coalition_letter_calling_for_federal_moratorium_on_face_recognition.pdf
https://www.aclu.org/sites/default/files/field_document/2019-06-03_coalition_letter_calling_for_federal_moratorium_on_face_recognition.pdf
https://www.aclu.org/sites/default/files/field_document/2019-06-03_coalition_letter_calling_for_federal_moratorium_on_face_recognition.pdf
https://www.nydailynews.com/opinion/ny-oped-face-it-nypd-20190417-4ech6z3t55bi7jsw34wa2o4k5e-story.html
https://www.nydailynews.com/opinion/ny-oped-face-it-nypd-20190417-4ech6z3t55bi7jsw34wa2o4k5e-story.html
https://www.nydailynews.com/opinion/ny-oped-face-it-nypd-20190417-4ech6z3t55bi7jsw34wa2o4k5e-story.html
https://www.nydailynews.com/opinion/ny-oped-face-it-nypd-20190417-4ech6z3t55bi7jsw34wa2o4k5e-story.html
https://www.nydailynews.com/opinion/ny-oped-face-it-this-is-risky-tech-20180814-story.html
https://www.nydailynews.com/opinion/ny-oped-face-it-this-is-risky-tech-20180814-story.html
https://www.nydailynews.com/opinion/ny-oped-face-it-this-is-risky-tech-20180814-story.html
https://www.nydailynews.com/opinion/ny-oped-face-it-this-is-risky-tech-20180814-story.html
https://www.nydailynews.com/opinion/ny-oped-face-it-this-is-risky-tech-20180814-story.html
https://www.nytimes.com/2018/02/09/technology/facial-recognition-race-artificial-intelligence.html
https://www.nytimes.com/2018/02/09/technology/facial-recognition-race-artificial-intelligence.html
https://www.nytimes.com/2018/02/09/technology/facial-recognition-race-artificial-intelligence.html
https://www.banfacialrecognition.com/map/
https://www.banfacialrecognition.com/map/
https://www.banfacialrecognition.com/map/
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These systems an-
alyze surveillance 
camera footage 
and attempt to 
isolate people and 
objects within 
the video feed. 
Video analytics use 
algorithms to spot 
particular articles 
of clothing and 
luggage. Certain 
versions claim they 
can find people 
in surveillance 
footage that match 
a particular hair 
color, facial hair, 
and even skin tone.

Video analytics raise the 
following concerns:

False Positives. Informa-
tion from video analytics 
can be incorrect and 
lead to unnecessary and 
potentially dangerous 
police encounters.

Free Speech. Video 
analytics, like facial 
recognition, can chill First 
Amendment activity by 
exposing individuals to 
persistent surveillance as 
they move about the city.

Racial Bias. Without 
adequate controls, 
targeting individuals 
based on their perceived 
ethnicity has the ability 
to exasperbate racial 
disparities in policing.

Privacy. Video analytics 
allow for persistent sur-
veillance as individuals 
move throughout the city, 
challenging traditional 
expectations of privacy.

No standalone NYPD policy is available, 
though video analytics may fall under the 
Public Security Privacy Guidelines that gov-
ern the NYPD’s Domain Awareness System. 
These guidelines make no mention of video 
analytics, however, and they do not include 
standards governing the use or storage of 
analytics information.

IBM developed object identification technolo-
gy through a partnership with the police that 
gave the company access to the department’s 
camera footage.11 The NYPD then acquired 
IBM’s object identification system to incor-
porate it into the NYPD’s Domain Awareness 
System.12 

As of April 23, 2019, IBM stopped marketing 
certain versions of its Video Analytics program 
to additional cities.13 It is not clear what this 
means for IBM’s existing customers.

According to the NYPD, the analytics system 
is intended to automatically alert NYPD offi-
cials to activities, such as “suspicious package 
was left” or “loitering.”14 

A version of IBM’s Intelligent Video Analytics 
2.0, which allows users to search based on 
ethnicity tags, was allegedly tested but never 
incorporated into the NYPD’s broader surveil-
lance infrastructure.15

IBM Intelligent Video 
Analytics (IBM Vendor 
Material) 

IBM Presentation Regard-
ing NYPD Video Analytics 
Development (IBM)

IBM Used NYPD Surveil-
lance Footage to Develop 
Technology That Lets Po-
lice Search by Skin Color 
(The Intercept)

The Dawn of Robot Sur-
veillance: AI, Video Analyt-
ics, and Privacy (ACLU)

Video Analytics  

https://www1.nyc.gov/assets/nypd/downloads/pdf/crime_prevention/public_security_privacy_guidelines.pdf
https://www.documentcloud.org/documents/4452846-Vexcel-NYPD-DTR-02-04-10.html
https://www.documentcloud.org/documents/4452846-Vexcel-NYPD-DTR-02-04-10.html
https://www.ibm.com/support/knowledgecenter/en/SS88XH_2.0.0/iva/ref_analyticp.html#ref_analyticp__apnfps
https://www.ibm.com/support/knowledgecenter/en/SS88XH_2.0.0/iva/ref_analyticp.html#ref_analyticp__apnfps
https://www.ibm.com/support/knowledgecenter/en/SS88XH_2.0.0/iva/ref_analyticp.html#ref_analyticp__apnfps
https://www.documentcloud.org/documents/4452844-IBM-SVS-Analytics-4-0-Plan-Update-for-NYPD-6.html
https://www.documentcloud.org/documents/4452844-IBM-SVS-Analytics-4-0-Plan-Update-for-NYPD-6.html
https://www.documentcloud.org/documents/4452844-IBM-SVS-Analytics-4-0-Plan-Update-for-NYPD-6.html
https://theintercept.com/2018/09/06/nypd-surveillance-camera-skin-tone-search/
https://theintercept.com/2018/09/06/nypd-surveillance-camera-skin-tone-search/
https://theintercept.com/2018/09/06/nypd-surveillance-camera-skin-tone-search/
https://theintercept.com/2018/09/06/nypd-surveillance-camera-skin-tone-search/
https://theintercept.com/2018/09/06/nypd-surveillance-camera-skin-tone-search/
https://www.aclu.org/sites/default/files/field_document/061119-robot_surveillance.pdf
https://www.aclu.org/sites/default/files/field_document/061119-robot_surveillance.pdf
https://www.aclu.org/sites/default/files/field_document/061119-robot_surveillance.pdf
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Social media 
monitoring can be 
divided loosely into 
three categories:

(1) Monitoring or 
tracking an individ-
ual, a group, or an 
affiliation (e.g., an
online hashtag) via 
publicly available 
information;

(2) Using an 
informant, a friend 
of the target, or 
an undercover 
account to obtain 
information from a 
protected or private 
account; or 

(3) Using soft-
ware to monitor 
individuals, groups, 
associations, or 
locations.

Police officers can 
also obtain war-
rants or use other 
legal processes 
to direct a social 
media platform to 
provide informa-
tion, such as direct 
messages, metada-
ta, and subscriber 
information. 

Social media monitor-
ing raises the following 
concerns:

False Positives. What 
people say and do on 
social media are difficult 
to interpret, and connec-
tions on social media can 
be given undue impor-
tance or misunderstood 
completely.

Privacy. Social media 
monitoring is intrusive, 
challenging individuals’ 
reasonable expectations 
of privacy in online com-
munications. 

Racial Bias. In the 
context of gang inves-
tigations, communities 
of color (especially chil-
dren) are more likely to 
have their online activity 
surveilled.

Free Speech. Surveilling 
social media also has 
the potential to chill free 
expression, including 
by causing individuals 
to self-censor and by 
monitoring lawful protest 
activities and other forms 
of protected association. 

NYPD Detective Guide (2013) and Opera-
tions Order 34: Use Of Social Networks for 
Investigative Purposes – General Procedure, 
New York Police Department (2012). Policies 
permit officers to monitor social media for 
information and investigative leads.

Handschu Guidelines (2017). These guide-
lines are the result of a settlement arising out 
of the NYPD’s unconstitutional surveillance 
of protesters and religious minorities. The 
Handschu Guidelines allow officers to carry 
out general topical research, but they prohibit 
them from searching for individuals’ names.16 

However, to develop intelligence information 
or to detect or prevent terrorism or other un-
lawful activities, the NYPD is also permitted to 
conduct online searches in the same manner 
as any member of the public, which would 
permit the police to access popular social 
media platforms.17

Various NYPD units engage in social media 
monitoring, including the Intelligence, Juvenile 
Justice, Counterterrorism, Gang Enforcement, 
Internal Affairs, Executive Staff Identity Pro-
tection, and Threat Assessment divisions.18

The full extent of social media monitoring by 
the NYPD is unknown, but it has been used in 
investigations ranging from tracking alleged 
gang activity19 to surveilling Black Lives Matter 
protesters.20

Government Monitoring 
of Social Media: Legal and 
Policy Challenges (Bren-
nan Center)

NYPD monitoring of Black 
Lives Matter protest 
movements via social 
media (The Appeal)

NYPD Social Media 
Monitoring Policy Allows 
For Use Of Aliases, Has 
Exceptions For Terrorist 
Activity (Tech Dirt)

Stop and Frisk Online: 
Theorizing Everyday 
Racism in Digital Polic-
ing in the Use of Social 
Media for Identification of 
Criminal Conduct and As-
sociations (Social Media + 
Society, Volume 3) 

The Strange Aftermath of 
the Largest Gang Bust in 
New York History (Vice)

Private Eyes, They’re 
Watching You: Law En-
forcement’s Monitoring of 
Social Media (Oklahoma 
Law Review, Volume 71)

The Wildly Unregulated 
Practice of Undercover 
Cops Friending People on 
Facebook (The Root)

To Stem Juvenile Rob-
beries, Police Trail Youths 
Before the Crime (The 
New York Times)

Undercover cops break 
Facebook rules to track 
protesters, ensnare crimi-
nals (NBC News)

Social Media Monitoring   

https://www.docdroid.net/OliJ4Z6/nypd-detective-guide-05-26-16.pdf#page=54
https://s3.amazonaws.com/s3.documentcloud.org/documents/1657435/nypd-social-media-surveillance.pdf
https://s3.amazonaws.com/s3.documentcloud.org/documents/1657435/nypd-social-media-surveillance.pdf
https://s3.amazonaws.com/s3.documentcloud.org/documents/1657435/nypd-social-media-surveillance.pdf
https://s3.amazonaws.com/s3.documentcloud.org/documents/1657435/nypd-social-media-surveillance.pdf
https://www.aclu.org/legal-document/raza-v-city-new-york-exhibit-order-approving-stipulation-settlement-revised-handschu
https://www.brennancenter.org/analysis/government-monitoring-social-media-legal-and-policy-challenges
https://www.brennancenter.org/analysis/government-monitoring-social-media-legal-and-policy-challenges
https://www.brennancenter.org/analysis/government-monitoring-social-media-legal-and-policy-challenges
https://www.brennancenter.org/analysis/government-monitoring-social-media-legal-and-policy-challenges
https://theappeal.org/years-after-protests-nypd-retains-photos-of-black-lives-matter-activists/
https://theappeal.org/years-after-protests-nypd-retains-photos-of-black-lives-matter-activists/
https://theappeal.org/years-after-protests-nypd-retains-photos-of-black-lives-matter-activists/
https://theappeal.org/years-after-protests-nypd-retains-photos-of-black-lives-matter-activists/
https://www.techdirt.com/articles/20150206/17211929943/nypd-social-media-monitoring-policy-allows-use-aliases-has-exceptions-terrorist-activity.shtml
https://www.techdirt.com/articles/20150206/17211929943/nypd-social-media-monitoring-policy-allows-use-aliases-has-exceptions-terrorist-activity.shtml
https://www.techdirt.com/articles/20150206/17211929943/nypd-social-media-monitoring-policy-allows-use-aliases-has-exceptions-terrorist-activity.shtml
https://www.techdirt.com/articles/20150206/17211929943/nypd-social-media-monitoring-policy-allows-use-aliases-has-exceptions-terrorist-activity.shtml
https://www.techdirt.com/articles/20150206/17211929943/nypd-social-media-monitoring-policy-allows-use-aliases-has-exceptions-terrorist-activity.shtml
https://journals.sagepub.com/doi/10.1177/2056305117733344
https://journals.sagepub.com/doi/10.1177/2056305117733344
https://journals.sagepub.com/doi/10.1177/2056305117733344
https://journals.sagepub.com/doi/10.1177/2056305117733344
https://journals.sagepub.com/doi/10.1177/2056305117733344
https://journals.sagepub.com/doi/10.1177/2056305117733344
https://journals.sagepub.com/doi/10.1177/2056305117733344
https://journals.sagepub.com/doi/10.1177/2056305117733344
https://www.vice.com/en_uk/article/8gkwaa/the-strange-aftermath-of-the-largest-gang-bust-in-new-york-history
https://www.vice.com/en_uk/article/8gkwaa/the-strange-aftermath-of-the-largest-gang-bust-in-new-york-history
https://www.vice.com/en_uk/article/8gkwaa/the-strange-aftermath-of-the-largest-gang-bust-in-new-york-history
https://digitalcommons.law.ou.edu/cgi/viewcontent.cgi?article=1367&context=olr
https://digitalcommons.law.ou.edu/cgi/viewcontent.cgi?article=1367&context=olr
https://digitalcommons.law.ou.edu/cgi/viewcontent.cgi?article=1367&context=olr
https://digitalcommons.law.ou.edu/cgi/viewcontent.cgi?article=1367&context=olr
https://digitalcommons.law.ou.edu/cgi/viewcontent.cgi?article=1367&context=olr
https://www.theroot.com/the-wildly-unregulated-practice-of-undercover-cops-frie-1828731563
https://www.theroot.com/the-wildly-unregulated-practice-of-undercover-cops-frie-1828731563
https://www.theroot.com/the-wildly-unregulated-practice-of-undercover-cops-frie-1828731563
https://www.theroot.com/the-wildly-unregulated-practice-of-undercover-cops-frie-1828731563
https://www.nytimes.com/2013/03/04/nyregion/to-stem-juvenile-robberies-police-trail-youths-before-the-crime.html
https://www.nytimes.com/2013/03/04/nyregion/to-stem-juvenile-robberies-police-trail-youths-before-the-crime.html
https://www.nytimes.com/2013/03/04/nyregion/to-stem-juvenile-robberies-police-trail-youths-before-the-crime.html
https://www.nytimes.com/2013/03/04/nyregion/to-stem-juvenile-robberies-police-trail-youths-before-the-crime.html
https://www.nbcnews.com/news/us-news/undercover-cops-break-facebook-rules-track-protesters-ensnare-criminals-n916796
https://www.nbcnews.com/news/us-news/undercover-cops-break-facebook-rules-track-protesters-ensnare-criminals-n916796
https://www.nbcnews.com/news/us-news/undercover-cops-break-facebook-rules-track-protesters-ensnare-criminals-n916796
https://www.nbcnews.com/news/us-news/undercover-cops-break-facebook-rules-track-protesters-ensnare-criminals-n916796
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Gang databases 
contain information 
about individuals 
who police regard 
as confirmed or 
suspected gang 
members. The 
criteria for inclusion 
in the database are 
not always known, 
but can include 
poorly-defined 
activities such as 
associations with 
suspected gang 
members, various 
styles of dress, 
numerous clothing 
colors, and certain 
tattoos. 

In some instances, 
activity far removed 
from gang connec-
tions, such as draw-
ing a high school 
mascot21 or simply 
frequenting an area 
where gangs are 
known to assem-
ble22 has landed 
individuals in a 
gang database. 

Gang databases raise the 
following concerns:

Racial Bias. The vague 
and broad criteria for in-
clusion, open the door to 
racial bias. NYPD officials 
have acknowledged that 
as many as 95 percent 
of the people in its gang 
database are Black or 
Latinx.23

Impact on immigration 
status. A gang affilia-
tion can have negative 
consequences for an 
individual’s interactions 
with federal immigration 
authorities. Immigration 
and Customs Enforce-
ment (ICE) agents have 
been known to target 
individuals that have 
been identified as gang 
members in police 
databases.24 The extent 
of information sharing 
between the NYPD and 
ICE is not properly under-
stood.

False Positives. Gang 
databases are notori-
ously inaccurate and 
over-inclusive. Individuals 
generally do not know if 
they are in the database, 
and there is not always a 
mechanism for challeng-
ing their inclusion.

There is no public NYPD policy. The informa-
tion we know about the NYPD’s use of the 
gang database comes from NYPD’s testimony 
during city council proceedings. According to 
the NYPD, there are two ways individuals get 
added to the Gang Database:

(1) Self-admission of “gang membership” to 
a member of the NYPD25, being identified as 
a gang member by two “independent and 
reliable sources,” or “social media posts ad-
mitting to membership in a gang.” It is unclear 
whether NYPD requires a clear declaration 
of membership, or if vague associations per-
ceived by investigating officers will do.

(2) If any two of the following circumstances 
are true:
(a) Frequent presence at a known gang loca-
tion (this criteria may capture huge numbers 
of people who have no association besides re-
siding in an area with active gang members);
(b) Possession of “gang-related documents” 
(without more information, it is difficult to 
determine what kinds of “documents” are 
being referred to and whether there may be 
innocuous reasons to possess them);
(c) Association with known gang members (it 
is possible to have friends and family who are 
gang members without joining it);
(d) Social media posts with known gang 
members while possessing known gang para-
phernalia, such as beads, flags, and bandanas 
(there are many reasons to pose with known 
gang members for social media, including for 
safety or familial ties);
(e) Scars and tattoos associated with a partic-
ular gang; or
(f) Frequently wearing colors and frequent 
use of hand signs that are associated with a 
particular gang. 

As of June 2018, the NYPD’s gang database 
contained around 17,600 individuals, down 
from a high of 34,000.26 

Groups Demand to See 
Criteria for NYPD Gang 
Database (Courthouse 
News Service)

NYPD Gang Database Can 
Turn Unsuspecting New 
Yorkers into instant Felons 
(The Intercept)

NYPD honcho insists 
gang database saves lives, 
but a teary City Council 
member said it can have 
devastating consequenc-
es (NY Daily News)

How Gang Victims Are La-
belled as Gang Suspects 
(The New Yorker)

The Database (BRIC TV, 
Vimeo video) 

The fight against the 
NYPD gang database (The 
Policing and Social Justice 
Project, Youtube video) 

When a Facebook Like 
Lands You in Jail (Brennan 
Center)

Spotlight: The Dangers 
of Gang Databases 
and Gang Policing (The 
Appeal) 

Criminal Group Database, aka the “Gang Database”

https://www.courthousenews.com/groups-demand-to-see-criteria-for-nypd-gang-database/
https://www.courthousenews.com/groups-demand-to-see-criteria-for-nypd-gang-database/
https://www.courthousenews.com/groups-demand-to-see-criteria-for-nypd-gang-database/
https://www.courthousenews.com/groups-demand-to-see-criteria-for-nypd-gang-database/
https://theintercept.com/2018/12/05/nypd-gang-database/
https://theintercept.com/2018/12/05/nypd-gang-database/
https://theintercept.com/2018/12/05/nypd-gang-database/
https://theintercept.com/2018/12/05/nypd-gang-database/
https://www.nydailynews.com/new-york/ny-metro-nypd-gang-database-20180613-story.html
https://www.nydailynews.com/new-york/ny-metro-nypd-gang-database-20180613-story.html
https://www.nydailynews.com/new-york/ny-metro-nypd-gang-database-20180613-story.html
https://www.nydailynews.com/new-york/ny-metro-nypd-gang-database-20180613-story.html
https://www.nydailynews.com/new-york/ny-metro-nypd-gang-database-20180613-story.html
https://www.nydailynews.com/new-york/ny-metro-nypd-gang-database-20180613-story.html
https://www.nydailynews.com/new-york/ny-metro-nypd-gang-database-20180613-story.html
https://www.newyorker.com/news/news-desk/how-gang-victims-are-labelled-as-gang-suspects
https://www.newyorker.com/news/news-desk/how-gang-victims-are-labelled-as-gang-suspects
https://www.newyorker.com/news/news-desk/how-gang-victims-are-labelled-as-gang-suspects
https://vimeo.com/317121933
https://vimeo.com/317121933
https://www.youtube.com/watch?v=0fvVMF5n__4
https://www.youtube.com/watch?v=0fvVMF5n__4
https://www.youtube.com/watch?v=0fvVMF5n__4
https://www.youtube.com/watch?v=0fvVMF5n__4
https://www.brennancenter.org/blog/when-facebook-lands-you-jail
https://www.brennancenter.org/blog/when-facebook-lands-you-jail
https://www.brennancenter.org/blog/when-facebook-lands-you-jail
https://theappeal.org/spotlight-the-dangers-of-gang-databases-and-gang-policing/
https://theappeal.org/spotlight-the-dangers-of-gang-databases-and-gang-policing/
https://theappeal.org/spotlight-the-dangers-of-gang-databases-and-gang-policing/
https://theappeal.org/spotlight-the-dangers-of-gang-databases-and-gang-policing/
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There are two 
types of predictive 
policing programs: 
place-based and 
person-based. 

Place-based 
predictive policing 
uses algorithms to 
analyze data sets in 
order to try to pre-
dict where certain 
crimes are likely 
to occur. These 
estimates are used 
to inform where 
police officers are 
deployed.

Person-based pre-
dictive policing ana-
lyzes data sets in 
order to generate a 
list of individuals an 
algorithm believes 
are likely to commit 
a crime. 

Predictive policing raises 
the following concerns:

Racial Bias. Predictive 
policing tools incorporate 
historical policing data 
to generate predictions. 
This makes it likely 
that these systems will 
recreate biased polic-
ing practices that have 
resulted in the over-po-
licing of communities of 
color or data that has 
been manipulated to 
reflect higher or lower 
incidences of crimes. For 
example, historical NYPD 
arrest data may be taint-
ed by its unconstitutional 
stop-and-frisk program 
or by data manipulation 
tactics such as falsifying 
arrest records to meet 
arrest quotas.

Privacy. Predictive polic-
ing tools undermine con-
stitutional requirements 
that police should target 
individuals based on indi-
vidualized suspicion, not 
statistical probability.

There is no public NYPD policy, but the de-
partment has stated that its Public Security 
Privacy Guidelines for the Domain Awareness 
System govern predictive policing. These 
guidelines do not refer to predictive polic-
ing systems, and they describe the Domain 
Awareness System as a system to “monitor 
public areas and public activities,” which does 
not describe predictive policing.

The NYPD uses its own proprietary system 
that tries to locate hotspots for a particular 
crime based on an unknown number and 
type of data inputs.27 Much of what we know 
about the NYPD’s system comes from the 
Brennan Center’s three-year legal fight with 
the NYPD over our public records request for 
documents about the development and use of 
the system. 

We do not have a complete picture of the sys-
tem’s inputs and outputs, but the NYPD says 
that its system “was not designed to store, 
maintain, or archive output predictions.”28 The 
failure to archive predictions frustrates the 
ability to study or audit the system for bias 
and related concerns.

NYPD correspondence with potential vendors 
suggests an openness to using data inputs 
that could function as racial proxies, though 
it’s not known if these inputs are incorporated 
into the NYPD’s system. These include demo-
graphic data, school enrollment, educational 
attainment, income levels, journey to work, 
poverty levels, median income, and population 
under age 18.29

NYPD Predictive Policing 
Documents (Brennan 
Center) 

Predictive Policing Goes 
to Court (Brennan Center)

‘Red Flags’ as New 
Documents Point to Blind 
Spots of NYPD ‘Predictive 
Policing’ (The Daily Beast)

Court: Public Deserves 
to Know How NYPD Uses 
Predictive Policing Soft-
ware (Brennan Center)

Dirty Data, Bad Predic-
tions: How Civil Rights 
Violations Impact Police 
Data, Predictive Policing 
Systems, and Justice 
(New York University Law 
Review Online)

The New York City Police 
Department’s Domain 
Awareness System (NYPD 
academic article) 

Predictive Policing

https://www1.nyc.gov/assets/nypd/downloads/pdf/crime_prevention/public_security_privacy_guidelines.pdf
https://www1.nyc.gov/assets/nypd/downloads/pdf/crime_prevention/public_security_privacy_guidelines.pdf
https://www.brennancenter.org/analysis/nypd-predictive-policing-documents
https://www.brennancenter.org/analysis/nypd-predictive-policing-documents
https://www.brennancenter.org/analysis/nypd-predictive-policing-documents
https://www.brennancenter.org/blog/predictive-policing-goes-court
https://www.brennancenter.org/blog/predictive-policing-goes-court
https://www.thedailybeast.com/red-flags-as-new-documents-point-to-blind-spots-of-nypd-predictive-policing
https://www.thedailybeast.com/red-flags-as-new-documents-point-to-blind-spots-of-nypd-predictive-policing
https://www.thedailybeast.com/red-flags-as-new-documents-point-to-blind-spots-of-nypd-predictive-policing
https://www.thedailybeast.com/red-flags-as-new-documents-point-to-blind-spots-of-nypd-predictive-policing
https://www.brennancenter.org/blog/court-rejects-nypd-attempts-shield-predictive-policing-disclosure
https://www.brennancenter.org/blog/court-rejects-nypd-attempts-shield-predictive-policing-disclosure
https://www.brennancenter.org/blog/court-rejects-nypd-attempts-shield-predictive-policing-disclosure
https://www.brennancenter.org/blog/court-rejects-nypd-attempts-shield-predictive-policing-disclosure
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3333423
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3333423
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3333423
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3333423
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3333423
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3333423
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3333423
https://www.researchgate.net/publication/312542282_The_New_York_City_Police_Department's_Domain_Awareness_System_2016_Franz_Edelman_Award_Finalists/
https://www.researchgate.net/publication/312542282_The_New_York_City_Police_Department's_Domain_Awareness_System_2016_Franz_Edelman_Award_Finalists/
https://www.researchgate.net/publication/312542282_The_New_York_City_Police_Department's_Domain_Awareness_System_2016_Franz_Edelman_Award_Finalists/
https://www.researchgate.net/publication/312542282_The_New_York_City_Police_Department's_Domain_Awareness_System_2016_Franz_Edelman_Award_Finalists/
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Cell site simulators, 
also known as 
Stingrays or IMSI 
catchers, are 
devices that trick 
phones within a 
certain radius into 
connecting to the 
device rather than 
a cell tower, thus 
revealing their 
location to the 
operator of the 
device. 

Police departments 
use cell-site simu-
lators to pinpoint 
the location of 
phones of targeted 
suspects. Cell-site 
simulators can also 
log IMSI numbers 
(unique identifying 
numbers) of all mo-
bile devices within a 
given area. 

Additionally, while 
there is no evidence 
NYPD has used this 
functionality, some 
cell-site simulators 
can intercept com-
munications that a 
phone is sending or 
receiving, and they 
can even change 
the content of 
those communica-
tions.30

Cell site simulators raise 
the following concerns:

Privacy. Cell-site simula-
tors can locate and track 
individuals as they move 
throughout public and 
private spaces, including 
when they are within a lo-
cation that would require 
a warrant to enter. They 
are also indiscriminate, 
tricking every phone 
within their radius into 
providing identifying in-
formation. In a dense city 
like New York, this means 
numerous bystander 
devices will be picked up 
along with the targeted 
device. 

Free Speech. Without 
appropriate safeguards, 
cell-site simulators can 
be used to identify the 
individuals who attend 
protests or particular 
houses of worship. 

There is no public NYPD policy.

In 2017, a Brooklyn judge held that police 
use of Stingrays requires a warrant support-
ed by probable cause.31 Prior to this ruling, 
NYPD stated that its practice was to obtain 
a pen-register order — an order issued by a 
judge — so long as police can show reason-
able suspicion.32

Between 2008 and 2015, NYPD used Sting-
rays in over 1,000 investigations.33 There is no 
publicly available information on whether the 
police purged extraneous data.

Cellphones, Law Enforce-
ment, and the Right to Pri-
vacy (Brennan Center)

Brooklyn Court: NYPD’s 
Use of Cell-Phone 
Trackers Unconstitutional 
(Brennan Center)

Did the Police Spy on 
Black Lives Matter Pro-
testers? The Answer May 
Soon Come Out (The New 
York Times)

New York Police Are 
Using Covert Cellphone 
Trackers, Civil Liberties 
Group Says (The New 
York Times)

Cell Site Simulators, aka “Stingrays”

https://www.brennancenter.org/publication/cellphones-law-enforcement-privacy
https://www.brennancenter.org/publication/cellphones-law-enforcement-privacy
https://www.brennancenter.org/publication/cellphones-law-enforcement-privacy
https://www.brennancenter.org/blog/brooklyn-court-nypds-use-cell-phone-trackers-unconstitutional
https://www.brennancenter.org/blog/brooklyn-court-nypds-use-cell-phone-trackers-unconstitutional
https://www.brennancenter.org/blog/brooklyn-court-nypds-use-cell-phone-trackers-unconstitutional
https://www.brennancenter.org/blog/brooklyn-court-nypds-use-cell-phone-trackers-unconstitutional
https://www.nytimes.com/2019/01/14/nyregion/nypd-black-lives-matter-surveillance.html
https://www.nytimes.com/2019/01/14/nyregion/nypd-black-lives-matter-surveillance.html
https://www.nytimes.com/2019/01/14/nyregion/nypd-black-lives-matter-surveillance.html
https://www.nytimes.com/2019/01/14/nyregion/nypd-black-lives-matter-surveillance.html
https://www.nytimes.com/2019/01/14/nyregion/nypd-black-lives-matter-surveillance.html
https://www.nytimes.com/2016/02/12/nyregion/new-york-police-dept-cellphone-tracking-stingrays.html
https://www.nytimes.com/2016/02/12/nyregion/new-york-police-dept-cellphone-tracking-stingrays.html
https://www.nytimes.com/2016/02/12/nyregion/new-york-police-dept-cellphone-tracking-stingrays.html
https://www.nytimes.com/2016/02/12/nyregion/new-york-police-dept-cellphone-tracking-stingrays.html
https://www.nytimes.com/2016/02/12/nyregion/new-york-police-dept-cellphone-tracking-stingrays.html
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Automated license 
plate readers (AL-
PRs) are devices 
that are attached to 
police cars or fixed 
on poles to capture 
the license plates of 
all cars passing by. 
License plate reads 
are also frequently 
run against a “hot 
list” of, for instance, 
stolen cars or AM-
BER Alerts. 

In addition to 
license plates, 
ALPRs can capture 
photographs of 
cars, along with 
photos of the driver 
and passengers. 
This information 
is uploaded to a 
database where it 
can be analyzed to 
study movements, 
associations, and 
relationships to 
crimes. 

ALPRs raise the following 
concerns:

False Positives. Infor-
mation from ALPRs can 
be incorrect and lead to 
unnecessary and poten-
tially dangerous police 
encounters.

Privacy. ALPR data 
can provide a detailed 
account of an individual’s 
movements. It can be 
used to target people 
who visit sensitive places, 
such as immigration clin-
ics, protests, or houses of 
worship. 

Impact on Immigration 
Status. Police agencies 
can choose to share 
their ALPR information 
with federal immigration 
authorities. According to 
a public records request, 
ICE has received ALPR 
data from 80 different 
police departments, 
including Fairfield, CT; 
San Diego, CA; Orange 
County, Texas; and Ath-
ens-Clarke County, GA; 
among others.34 

It is not known whether 
the NYPD shares ALPR 
data with ICE, but the 
Public Security Privacy 
Guidelines permit the 
sharing of ALPR infor-
mation with government 
entities. 

Public Security Privacy Guidelines (2009).

License Plate Reader Devices Operations 
Order (2013).

The NYPD operates nearly 500 license plate 
readers as part of its Domain Awareness 
System,35 and as of 2013, the department had 
a database of 16 million license plate reads.36 

The NYPD has used license plate readers to 
collect information about the cars parked in 
mosque parking lots.37

Through its contract with the vendor Vigilant 
Solutions, the NYPD now has access to a 
database that contains over 2.2 billion license 
plate reads.38 Vigilant Solutions has a national 
database of license plates, a national network 
of private ALPRs, and analytical tools that al-
low police to “stake out” areas, predict where 
certain individuals may be, and track individu-
als outside of New York City.39  
 
We do not currently know if NYPD shares the 
data it gets from its own ALPRs with other cli-
ents of Vigilant Solutions as well as other law 
enforcement or federal immigration agencies, 
as some cities do. 

Documents Reveal ICE 
Using Driver Location 
Data From Local Police for 
Deportations (ACLU)

Documents Uncover 
NYPD’s Vast License Plate 
Reader Database (ACLU)

Thousands of ICE employ-
ees can access license 
plate reader data, emails 
show (The Verge)

License plate reader error 
leads to traffic stop at 
gunpoint, court case (Ars 
Technica)

Data Driven: Explore 
How Cops Are Collecting 
and Sharing Our Travel 
Patterns Using Automat-
ed License Plate Read-
ers (Electronic Frontier 
Foundation)

Privacy advocate held 
at gunpoint after license 
plate reader database 
mistake, lawsuit alleges 
(The Verge)

Automated License Plate Readers

https://info.publicintelligence.net/NYPD-DomainAwarenessSystem.pdf
https://www.docdroid.net/OliJ4Z6/nypd-detective-guide-05-26-16.pdf#page=256
https://www.docdroid.net/OliJ4Z6/nypd-detective-guide-05-26-16.pdf#page=256
https://www.aclu.org/blog/immigrants-rights/ice-and-border-patrol-abuses/documents-reveal-ice-using-driver-location-data
https://www.aclu.org/blog/immigrants-rights/ice-and-border-patrol-abuses/documents-reveal-ice-using-driver-location-data
https://www.aclu.org/blog/immigrants-rights/ice-and-border-patrol-abuses/documents-reveal-ice-using-driver-location-data
https://www.aclu.org/blog/immigrants-rights/ice-and-border-patrol-abuses/documents-reveal-ice-using-driver-location-data
https://www.aclu.org/blog/privacy-technology/location-tracking/documents-uncover-nypds-vast-license-plate-reader-database
https://www.aclu.org/blog/privacy-technology/location-tracking/documents-uncover-nypds-vast-license-plate-reader-database
https://www.aclu.org/blog/privacy-technology/location-tracking/documents-uncover-nypds-vast-license-plate-reader-database
https://www.theverge.com/2019/3/13/18262141/ice-license-plate-reader-database-aclu-emails
https://www.theverge.com/2019/3/13/18262141/ice-license-plate-reader-database-aclu-emails
https://www.theverge.com/2019/3/13/18262141/ice-license-plate-reader-database-aclu-emails
https://www.theverge.com/2019/3/13/18262141/ice-license-plate-reader-database-aclu-emails
https://arstechnica.com/tech-policy/2014/05/after-being-held-at-gunpoint-due-to-lpr-error-woman-gets-day-in-court/
https://arstechnica.com/tech-policy/2014/05/after-being-held-at-gunpoint-due-to-lpr-error-woman-gets-day-in-court/
https://arstechnica.com/tech-policy/2014/05/after-being-held-at-gunpoint-due-to-lpr-error-woman-gets-day-in-court/
https://arstechnica.com/tech-policy/2014/05/after-being-held-at-gunpoint-due-to-lpr-error-woman-gets-day-in-court/
https://www.eff.org/pages/automated-license-plate-reader-dataset
https://www.eff.org/pages/automated-license-plate-reader-dataset
https://www.eff.org/pages/automated-license-plate-reader-dataset
https://www.eff.org/pages/automated-license-plate-reader-dataset
https://www.eff.org/pages/automated-license-plate-reader-dataset
https://www.eff.org/pages/automated-license-plate-reader-dataset
https://www.eff.org/pages/automated-license-plate-reader-dataset
https://www.theverge.com/2019/2/21/18234785/privacy-advocate-lawsuit-california-license-plate-reader
https://www.theverge.com/2019/2/21/18234785/privacy-advocate-lawsuit-california-license-plate-reader
https://www.theverge.com/2019/2/21/18234785/privacy-advocate-lawsuit-california-license-plate-reader
https://www.theverge.com/2019/2/21/18234785/privacy-advocate-lawsuit-california-license-plate-reader
https://www.theverge.com/2019/2/21/18234785/privacy-advocate-lawsuit-california-license-plate-reader
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The Domain Aware-
ness System (DAS) 
is a network of 
cameras, software, 
sensors, databases, 
devices, and related 
infrastructure that 
provides informa-
tion and analytics 
to police officers 
for the purposes 
of “public safety” 
and to “detect, 
deter, and prevent 
potential terrorist 
activities.” 

DAS raises the following 
concerns:

Privacy. DAS creates a 
system of persistence 
surveillance that covers 
vast swaths of New York 
City, which can be used 
to monitor the move-
ments of New Yorkers as 
they move throughout 
the city.  

False Positives. False 
matches from various 
components, such as 
automatic license plate 
readers, can place 
innocent people at risk 
of dangerous police 
encounters.40

Data May be Shared. 
The extent to which in-
formation obtained from 
the DAS is shared with 
federal agencies, such as 
immigration authorities, 
remains unknown.

The system’s Public Security Privacy Guide-
lines (2009) specify that the purpose of the 
DAS is to detect and prevent terrorist attacks, 
but the NYPD may use these technologies for 
ordinary police investigations, including the 
detection of loiterers.41 The guidelines fail to 
cover technologies, such as video analytics, 
that have been incorporated since they were 
issued. 

The NYPD’s DAS collects and analyzes data 
from a variety of sources in lower and mid-
town Manhattan, including approximately:
9,000 CCTV cameras, some owned by the 
NYPD and some owned by private entities 
that share their feeds with police.42

�� 500 license plate readers,43 plus infor-
mation obtained from contractor Vigilant 
Solutions.44

�� Radiation and chemical sensors.45

�� NYPD databases, including arrest records, 
criminal records, etc..46

�� ShotSpotter coverage (see below for addi-
tional information).47 

�� 911 calls.48

How New York City is 
watching you (City & 
State New York) 

NYPD Domain Aware-
ness System (DAS) (The 
Institute for Operations 
Research and the Man-
agement Sciences) 

The New York City Police 
Department’s Domain 
Awareness System (NYPD 
article, INFORMS Journal 
on Applied Analytics, 
Volume 47)

Domain Awareness System

How It Works Impact NYPD Policy & Scope of Use Further Reading

Drones are re-
motely operated 
aircraft — ranging 
in size — that can 
be equipped with 
various camer-
as, sensors, and 
other devices. For 
example, they can 
deploy cameras 
capable of facial 
recognition, and 
can also contain 
GPS trackers and 
Stingray devices. 

Drones raise the follow-
ing concerns:

Privacy. Without proper 
oversight, drones can en-
gage in forms of surveil-
lance that can redefine 
reasonable expectations 
of privacy. Drones can 
also be used to collect in-
formation about bystand-
ers who are not connect-
ed to a law enforcement 
investigation. These risks 
are largely invisible, as 
drones can be difficult 
for ordinary persons to 
detect or protect against 
depending on their size 
or altitude.

Free Speech. Without 
proper oversight, drones 
can be deployed to sur-
veill individuals in ways 
that chill free expression.

Patrol Guide: Use of Unmanned Aircraft 
System (2018).

The NYPD’s policy specifies that it will not 
equip drones with facial recognition, but 
it contains a large carve-out for situations 
where there is a “public safety concern.”49 It is 
unclear if there are any restrictions on running 
historical drone footage through a separate 
facial recognition system.

The policy also specifies that drone footage 
will only be retained for 30 days, but it con-
tains a carve-out that allows this period to be 
extended for various types of legal investiga-
tions.50

According to the NYPD, the department 
deploys drones for uses such as crowd 
control, hostage situations, and reaching 
remote areas. The NYPD says drones will not 
be used for routine police patrols, to enforce 
traffic laws, or for “unlawful surveillance,51  but 
the NYPD has deployed drones to monitor 
protesters at least once during the 2019 NYC 
Pride March.52 

New York’s New Eyes in 
the Sky (Slate)

New York Police Say They 
Will Deploy 14 Drones 
(The New York Times)

Eyes In The Sky: The Pub-
lic Has Privacy Concerns 
About Drones (Forbes)

New NYPD Drone Policy 
Represents A Serious 
Threat to Privacy (New 
York Civil Liberties Union)

Drones

https://www1.nyc.gov/assets/nypd/downloads/pdf/crime_prevention/public_security_privacy_guidelines.pdf
https://www1.nyc.gov/assets/nypd/downloads/pdf/crime_prevention/public_security_privacy_guidelines.pdf
https://www.cityandstateny.com/articles/policy/technology/how-new-york-city-is-watching-you.html
https://www.cityandstateny.com/articles/policy/technology/how-new-york-city-is-watching-you.html
https://www.cityandstateny.com/articles/policy/technology/how-new-york-city-is-watching-you.html
https://www.informs.org/Impact/O.R.-Analytics-Success-Stories/NYPD-Domain-Awareness-System-DAS
https://www.informs.org/Impact/O.R.-Analytics-Success-Stories/NYPD-Domain-Awareness-System-DAS
https://www.informs.org/Impact/O.R.-Analytics-Success-Stories/NYPD-Domain-Awareness-System-DAS
https://www.informs.org/Impact/O.R.-Analytics-Success-Stories/NYPD-Domain-Awareness-System-DAS
https://www.informs.org/Impact/O.R.-Analytics-Success-Stories/NYPD-Domain-Awareness-System-DAS
https://pubsonline.informs.org/doi/abs/10.1287/inte.2016.0860?journalCode=inte
https://pubsonline.informs.org/doi/abs/10.1287/inte.2016.0860?journalCode=inte
https://pubsonline.informs.org/doi/abs/10.1287/inte.2016.0860?journalCode=inte
https://pubsonline.informs.org/doi/abs/10.1287/inte.2016.0860?journalCode=inte
https://pubsonline.informs.org/doi/abs/10.1287/inte.2016.0860?journalCode=inte
https://pubsonline.informs.org/doi/abs/10.1287/inte.2016.0860?journalCode=inte
https://slate.com/technology/2019/01/nypd-drones-warrantless-surveillance.html
https://slate.com/technology/2019/01/nypd-drones-warrantless-surveillance.html
https://www.nytimes.com/2018/12/04/nyregion/nypd-drones.html
https://www.nytimes.com/2018/12/04/nyregion/nypd-drones.html
https://www.nytimes.com/2018/12/04/nyregion/nypd-drones.html
https://www.forbes.com/sites/stephenrice1/2019/02/04/eyes-in-the-sky-the-public-has-privacy-concerns-about-drones/#3039c90d6984
https://www.forbes.com/sites/stephenrice1/2019/02/04/eyes-in-the-sky-the-public-has-privacy-concerns-about-drones/#3039c90d6984
https://www.forbes.com/sites/stephenrice1/2019/02/04/eyes-in-the-sky-the-public-has-privacy-concerns-about-drones/#3039c90d6984
https://www.nyclu.org/en/news/new-nypd-drone-policy-represents-serious-threat-privacy
https://www.nyclu.org/en/news/new-nypd-drone-policy-represents-serious-threat-privacy
https://www.nyclu.org/en/news/new-nypd-drone-policy-represents-serious-threat-privacy
https://www.nyclu.org/en/news/new-nypd-drone-policy-represents-serious-threat-privacy
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These vans use “Z 
backscatter” x-rays 
that bounce off 
objects, allowing 
the police to see 
into vehicles and 
behind walls as the 
van drives by.  

X-ray vans raise the 
following concerns:

Privacy. X-ray vans raise 
privacy and constitu-
tional concerns, as they 
potentially allow police to 
examine intimate details 
of human bodies, private 
vehicles, and even inside 
homes. 

Health. X-ray vans raise 
health concerns as they 
may expose individuals 
to doses of ionizing 
radiation.

There is no public NYPD policy.

The ways in which the NYPD uses x-ray vans 
and for which types of investigations  remain 
largely unknown.53

Split Decision on NYPD’s 
X-ray Vans (ProPublica)

NYPD has super-secret 
X-ray vans (New York 
Post)

Public Sees Through 
NYPD X-Ray Vans (Polic-
ing Project at NYU School 
of Law)

The NYPD Is Using Mobile 
X-Ray Vans to Spy on 
Unknown Targets (The 
Atlantic)

X-ray Vans

How It Works Impact NYPD Policy & Scope of Use Further Reading

The privately 
developed 
ShotSpotter 
system uses 
sensors to pick up 
sounds that appear 
to be gunshots. 
Audio snippets 
are automatically 
sent to vendor 
employees who 
attempt to verify 
whether the 
sound represents 
a shooting. The 
vendor employee 
then transmits 
information about 
the potential 
shooting to police 
department clients.

Gunshot detection sys-
tems raise the following 
concerns:

False Positives. This sys-
tem can make mistakes 
and confuse ordinary 
background noise as 
gunshots.

Privacy. Recordings of 
ambient noise can be 
misued to target voice 
surveillance by record-
ing audio from selected 
ShotSpotter devices.

There is no standalone NYPD policy, but it 
may be subject to the DAS’s Public Security 
Privacy Guidelines, since gunshot detection 
systems are incorporated into the NYPD’s 
Domain Awareness System.

The NYPD’s ShotSpotter system uses sensors 
that triangulate the location of sounds that 
may be gunshots. If a ShotSpotter employee 
believes a shooting occurred, the system then 
sends data, including audio of the incident, to 
the Domain Awareness System.54 Cameras 
within 500 feet are programmed to capture 
footage before and after the suspected 
gunshot.55 Investigators at the NYPD Domain 
Awareness System then transmit relevant 
data to field officers.56

Here’s How the NYPD’s 
Expanding ShotSpotter 
System Works (DNAinfo)

Privacy Audit & Assess-
ment of ShotSpotter, 
Inc.’s Gunshot Detection 
Technology (Policing 
Project at NYU School of 
Law)

The NYPD’s newest tech-
nology may be recording 
conversations (Business 
Insider)

Gunshot Detection System (ShotSpotter)

https://www.propublica.org/article/split-decision-on-nypds-x-ray-vans
https://www.propublica.org/article/split-decision-on-nypds-x-ray-vans
https://nypost.com/2015/10/13/nypd-has-secret-x-ray-vans/
https://nypost.com/2015/10/13/nypd-has-secret-x-ray-vans/
https://nypost.com/2015/10/13/nypd-has-secret-x-ray-vans/
https://www.policingproject.org/news-main/2017/9/21/public-sees-through-nypd-x-ray-vans
https://www.policingproject.org/news-main/2017/9/21/public-sees-through-nypd-x-ray-vans
https://www.policingproject.org/news-main/2017/9/21/public-sees-through-nypd-x-ray-vans
https://www.policingproject.org/news-main/2017/9/21/public-sees-through-nypd-x-ray-vans
https://www.theatlantic.com/politics/archive/2015/10/the-nypd-is-using-mobile-x-rays-to-spy-on-unknown-targets/411181/?single_page=true
https://www.theatlantic.com/politics/archive/2015/10/the-nypd-is-using-mobile-x-rays-to-spy-on-unknown-targets/411181/?single_page=true
https://www.theatlantic.com/politics/archive/2015/10/the-nypd-is-using-mobile-x-rays-to-spy-on-unknown-targets/411181/?single_page=true
https://www.theatlantic.com/politics/archive/2015/10/the-nypd-is-using-mobile-x-rays-to-spy-on-unknown-targets/411181/?single_page=true
https://www1.nyc.gov/assets/nypd/downloads/pdf/crime_prevention/public_security_privacy_guidelines.pdf
https://www1.nyc.gov/assets/nypd/downloads/pdf/crime_prevention/public_security_privacy_guidelines.pdf
https://www.dnainfo.com/new-york/20160518/crown-heights/heres-how-nypds-expanding-shotspotter-system-hears-gunfire/
https://www.dnainfo.com/new-york/20160518/crown-heights/heres-how-nypds-expanding-shotspotter-system-hears-gunfire/
https://www.dnainfo.com/new-york/20160518/crown-heights/heres-how-nypds-expanding-shotspotter-system-hears-gunfire/
https://static1.squarespace.com/static/58a33e881b631bc60d4f8b31/t/5d40c3693d74b7000160dfbc/1564525424759/Privacy+Audit+and+Assessment+of+Shotspotter+Flex.pdf
https://static1.squarespace.com/static/58a33e881b631bc60d4f8b31/t/5d40c3693d74b7000160dfbc/1564525424759/Privacy+Audit+and+Assessment+of+Shotspotter+Flex.pdf
https://static1.squarespace.com/static/58a33e881b631bc60d4f8b31/t/5d40c3693d74b7000160dfbc/1564525424759/Privacy+Audit+and+Assessment+of+Shotspotter+Flex.pdf
https://static1.squarespace.com/static/58a33e881b631bc60d4f8b31/t/5d40c3693d74b7000160dfbc/1564525424759/Privacy+Audit+and+Assessment+of+Shotspotter+Flex.pdf
https://static1.squarespace.com/static/58a33e881b631bc60d4f8b31/t/5d40c3693d74b7000160dfbc/1564525424759/Privacy+Audit+and+Assessment+of+Shotspotter+Flex.pdf
https://static1.squarespace.com/static/58a33e881b631bc60d4f8b31/t/5d40c3693d74b7000160dfbc/1564525424759/Privacy+Audit+and+Assessment+of+Shotspotter+Flex.pdf
https://www.businessinsider.com/the-nypds-newest-technology-may-be-recording-conversations-2015-3
https://www.businessinsider.com/the-nypds-newest-technology-may-be-recording-conversations-2015-3
https://www.businessinsider.com/the-nypds-newest-technology-may-be-recording-conversations-2015-3
https://www.businessinsider.com/the-nypds-newest-technology-may-be-recording-conversations-2015-3
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DNA databases 
contain genetic 
information about 
individuals, which 
can be analyzed 
against a suspect’s 
DNA for a potential 
match. According 
to media reports, 
the NYPD’s DNA 
database contains 
as many as 82,473 
genetic profiles, 
including samples 
obtained from 
children.57

DNA databases raise the 
following concerns:

Privacy. Biometric sam-
ples for DNA databases 
can be collected without 
appropriate standards 
that respect individual 
privacy. Individuals are 
not always given a full 
and accurate representa-
tion of how their genetic 
profile will be used, and 
there are often no proto-
cols for deletion.  
 
In addition, voluntary 
samples can be collect-
ed from children that 
are incapable of giving 
informed consent. Finally, 
the secret collection of 
“abandoned” genetic 
samples means that 
many individuals have no 
notice that their genetic 
information was collect-
ed and added to a city 
database. 

Racial Bias. Commu-
nities of color are likely 
overrepresented in DNA 
databases resulting from 
overpolicing of specific 
communities. 

Detective Guide (2013) contains redacted 
instructions for collecting “abandoned” DNA 
samples in both “controlled” and “uncon-
trolled” environments.

Chief of Detectives Memo #17 (2010). The 
memo contains instructions for how to collect 
“abandoned” DNA samples from objects such 
as water bottles, bubble gum, and apples 
for submission to Office of the Chief Medical 
Examiner (OCME) for examination.

Many individuals in DNA databases have 
never been accused or convicted of any crime, 
and there are limited avenues for impacted 
indivudials to request deletion.

There are three methods for the NYPD to 
obtain biometric samples for DNA analysis:

�� Voluntary sample. Officers can ask indi-
viduals to provide a biometric sample for 
DNA analysis, but they are not necessarily 
required to disclose that it may be used for 
an unlimited number of investigations and 
that the sample will be retained indefi-
nitely. They are also not required to tell 
individuals that they are allowed to refeuse 
consent. At times, police collect biometric 
samples from children without a lawyer, 
parent, or guardian present. 
 
One New York State court ruled that the 
NYPD violated a minor’s Fourth Amend-
ment rights against unreasonable search 
and seizure when they collected a genetic 
sample for DNA analysis where they 
received a written consent from the minor 
without the presence of his parent, guard-
ian, or attorney.58

�� Secret collection of “abandoned” 
samples. NYPD officers will obtain “aban-
doned” genetic samples from discarded 
objects, such as water bottles, chewing 
gum, and apples. For example, police 
officers bring suspects into interrogation 
rooms, wait for the suspect to take a 
drink or smoke a cigarette, and collect the 
sample once a suspect throws the object 
away.59

�� Court-ordered collection. A court will 
order a suspect to provide a sample for 
DNA profiling where the prosecution can 
establish: “(1) probable cause to believe 
the suspect has committed the crime. (2) 
a ‘clear indication’ that relevant material 
evidence will be found, and (3) the method 
used to secure it is safe and reliable.”60

N.Y.P.D. Detectives Gave a 
Boy, 12, a Soda. He Land-
ed in a DNA Database 
(The New York Times)

NYPD detectives demand-
ed DNA swabs from hun-
dreds of black and Latino 
men while hunting killer of 
Howard Beach jogger (NY 
Daily News)

How Juveniles Get Caught 
Up In The NYPD’s Vast 
DNA Dragnet (Gothamist)

Legal Aid Society is Work-
ing to Protect New Yorkers 
From ‘Genetic Stop and 
Frisk’ (NowThis News)

Push to solve gun cases 
fuels rapid growth of New 
York’s DNA database (NY 
Daily News)

New York Examines Over 
800 Rape Cases for 
Possible Mishandling of 
Evidence (The New York 
Times)

Can DNA Evidence Be Too 
Convincing? An Acquitted 
Man Thinks So (The New 
York Times)

In New York City, Gun 
Cases Fuel Growing, Un-
regulated DNA Database 
(The Trace)

City’s DNA database 
swells as cops log New 
Yorkers’ genetic material 
(Queens Daily Eagle)

OCME Laboratory Proto-
cols (NYC Office of Chief 
Medical Examiner)

DNA Database aka the Local DNA Index System

https://www.docdroid.net/OliJ4Z6/nypd-detective-guide-05-26-16.pdf#page=215
https://archive.org/details/604607-memos/page/n7
https://www.nytimes.com/2019/08/15/nyregion/nypd-dna-database.html
https://www.nytimes.com/2019/08/15/nyregion/nypd-dna-database.html
https://www.nytimes.com/2019/08/15/nyregion/nypd-dna-database.html
https://www.nytimes.com/2019/08/15/nyregion/nypd-dna-database.html
https://www.nydailynews.com/new-york/nyc-crime/ny-men-caught-up-in-nypd-jogger-dna-dragnet-object-to-the-tactic-20190510-h4i4q7p4wzhtbpmjmdilvxsc5u-story.html
https://www.nydailynews.com/new-york/nyc-crime/ny-men-caught-up-in-nypd-jogger-dna-dragnet-object-to-the-tactic-20190510-h4i4q7p4wzhtbpmjmdilvxsc5u-story.html
https://www.nydailynews.com/new-york/nyc-crime/ny-men-caught-up-in-nypd-jogger-dna-dragnet-object-to-the-tactic-20190510-h4i4q7p4wzhtbpmjmdilvxsc5u-story.html
https://www.nydailynews.com/new-york/nyc-crime/ny-men-caught-up-in-nypd-jogger-dna-dragnet-object-to-the-tactic-20190510-h4i4q7p4wzhtbpmjmdilvxsc5u-story.html
https://www.nydailynews.com/new-york/nyc-crime/ny-men-caught-up-in-nypd-jogger-dna-dragnet-object-to-the-tactic-20190510-h4i4q7p4wzhtbpmjmdilvxsc5u-story.html
https://www.nydailynews.com/new-york/nyc-crime/ny-men-caught-up-in-nypd-jogger-dna-dragnet-object-to-the-tactic-20190510-h4i4q7p4wzhtbpmjmdilvxsc5u-story.html
https://gothamist.com/news/how-juveniles-get-caught-up-in-the-nypds-vast-dna-dragnet
https://gothamist.com/news/how-juveniles-get-caught-up-in-the-nypds-vast-dna-dragnet
https://gothamist.com/news/how-juveniles-get-caught-up-in-the-nypds-vast-dna-dragnet
https://nowthisnews.com/videos/politics/legal-aid-society-is-protecting-against-genetic-stop-and-frisk
https://nowthisnews.com/videos/politics/legal-aid-society-is-protecting-against-genetic-stop-and-frisk
https://nowthisnews.com/videos/politics/legal-aid-society-is-protecting-against-genetic-stop-and-frisk
https://nowthisnews.com/videos/politics/legal-aid-society-is-protecting-against-genetic-stop-and-frisk
https://www.nydailynews.com/new-york/nyc-crime/push-solve-gun-cases-fuels-growth-new-york-dna-database-article-1.3516711
https://www.nydailynews.com/new-york/nyc-crime/push-solve-gun-cases-fuels-growth-new-york-dna-database-article-1.3516711
https://www.nydailynews.com/new-york/nyc-crime/push-solve-gun-cases-fuels-growth-new-york-dna-database-article-1.3516711
https://www.nydailynews.com/new-york/nyc-crime/push-solve-gun-cases-fuels-growth-new-york-dna-database-article-1.3516711
https://www.nytimes.com/2013/01/11/nyregion/new-york-reviewing-over-800-rape-cases-for-possible-mishandling-of-dna-evidence.html
https://www.nytimes.com/2013/01/11/nyregion/new-york-reviewing-over-800-rape-cases-for-possible-mishandling-of-dna-evidence.html
https://www.nytimes.com/2013/01/11/nyregion/new-york-reviewing-over-800-rape-cases-for-possible-mishandling-of-dna-evidence.html
https://www.nytimes.com/2013/01/11/nyregion/new-york-reviewing-over-800-rape-cases-for-possible-mishandling-of-dna-evidence.html
https://www.nytimes.com/2013/01/11/nyregion/new-york-reviewing-over-800-rape-cases-for-possible-mishandling-of-dna-evidence.html
https://www.nytimes.com/2017/05/16/nyregion/can-dna-evidence-be-too-convincing-an-acquitted-man-thinks-so.html
https://www.nytimes.com/2017/05/16/nyregion/can-dna-evidence-be-too-convincing-an-acquitted-man-thinks-so.html
https://www.nytimes.com/2017/05/16/nyregion/can-dna-evidence-be-too-convincing-an-acquitted-man-thinks-so.html
https://www.nytimes.com/2017/05/16/nyregion/can-dna-evidence-be-too-convincing-an-acquitted-man-thinks-so.html
https://www.thetrace.org/2017/09/new-york-city-gun-crime-dna-database/
https://www.thetrace.org/2017/09/new-york-city-gun-crime-dna-database/
https://www.thetrace.org/2017/09/new-york-city-gun-crime-dna-database/
https://www.thetrace.org/2017/09/new-york-city-gun-crime-dna-database/
https://queenseagle.com/all/citys-dna-database-swells-as-cops-log-new-yorkers-genetic-material
https://queenseagle.com/all/citys-dna-database-swells-as-cops-log-new-yorkers-genetic-material
https://queenseagle.com/all/citys-dna-database-swells-as-cops-log-new-yorkers-genetic-material
https://queenseagle.com/all/citys-dna-database-swells-as-cops-log-new-yorkers-genetic-material
https://www1.nyc.gov/site/ocme/services/technical-manuals.page
https://www1.nyc.gov/site/ocme/services/technical-manuals.page
https://www1.nyc.gov/site/ocme/services/technical-manuals.page
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Body cameras are 
used to record an 
officer’s inter-
actions with the 
public and store 
the video for future 
review or use in 
criminal or civil 
proceedings. 

While body cam-
eras have been 
promoted as a tool 
for police account-
ability, they have 
largely functioned 
as evidence-gather-
ing devices.

Body cameras raise the 
following concerns:

Effectiveness. As part 
of the settlement related 
to the NYPD’s unconsti-
tutional stop-and-frisk 
program, a federal judge 
ordered the NYPD to 
develop a mechanism for 
officers to electronically 
record certain police 
encounters.61  
 
However, the cameras 
remain under the control 
of police, who can decide 
when to activate them. 
Even when the cameras 
are rolling, police officers 
can add audio commen-
tary that skews public 
perception of an incident 
(e.g. yelling “stop resist-
ing” to a cooperating 
person).

Privacy. Absent safe-
guards, body cameras 
can function as mobile 
surveillance devices, 
recording information 
about people and places 
that officers encounter 
while on patrol, regard-
less of their relationship 
to a suspected crime. 

Future iterations of 
body cameras may be 
equipped with facial 
recognition technolo-
gy,62 raising additional 
concerns about privacy, 
effectiveness, and racial 
bias.  

Body Camera Patrol Guide (2018). All uni-
formed patrol officers in New York City are 
equipped with body-worn cameras.63

In New York City, members of the public can 
request video under the Freedom of Informa-
tion Act, but when it relates to evidence in a 
criminal case the video is turned over to the 
prosecutor’s office. If a camera records an offi-
cer-involved shooting or other high-profile in-
cident, NYPD works with “relevant authorities” 
to determine if video can be made public.64

Police Body-Worn Camera 
Policies

Body cameras can’t solve 
all our problems (USA 
Today)

A Big Test of Police Body 
Cameras Defies Expec-
tations (The New York 
Times)

Body-Worn Cameras: 
What you need to know 
(NYPD)

The benefits of police 
body cams are a myth 
(TechCrunch)

Police Body Worn Cam-
eras: A Policy Scorecard 
(The Leadership Confer-
ence & Upturn)

NYPD Completes Rollout 
of Body-Worn Cameras 
to All Officers on Patrol 
(NYPD)

The Hidden Bias of Cam-
eras (Slate)

Body Cameras

https://www1.nyc.gov/assets/nypd/downloads/pdf/public_information/body-worn-cameras-patrol-guide.pdf
https://www.brennancenter.org/our-work/research-reports/police-body-worn-camera-policies#Charts
https://www.brennancenter.org/our-work/research-reports/police-body-worn-camera-policies#Charts
https://www.usatoday.com/story/opinion/2016/04/01/police-body-cameras-accountability-exoneration-evidence-column/82484112/
https://www.usatoday.com/story/opinion/2016/04/01/police-body-cameras-accountability-exoneration-evidence-column/82484112/
https://www.usatoday.com/story/opinion/2016/04/01/police-body-cameras-accountability-exoneration-evidence-column/82484112/
https://www.nytimes.com/2017/10/20/upshot/a-big-test-of-police-body-cameras-defies-expectations.html
https://www.nytimes.com/2017/10/20/upshot/a-big-test-of-police-body-cameras-defies-expectations.html
https://www.nytimes.com/2017/10/20/upshot/a-big-test-of-police-body-cameras-defies-expectations.html
https://www.nytimes.com/2017/10/20/upshot/a-big-test-of-police-body-cameras-defies-expectations.html
https://www1.nyc.gov/site/nypd/about/about-nypd/equipment-tech/body-worn-cameras.page
https://www1.nyc.gov/site/nypd/about/about-nypd/equipment-tech/body-worn-cameras.page
https://www1.nyc.gov/site/nypd/about/about-nypd/equipment-tech/body-worn-cameras.page
https://techcrunch.com/2017/12/20/the-benefits-of-police-body-cams-are-a-myth/
https://techcrunch.com/2017/12/20/the-benefits-of-police-body-cams-are-a-myth/
https://techcrunch.com/2017/12/20/the-benefits-of-police-body-cams-are-a-myth/
https://www.bwcscorecard.org/
https://www.bwcscorecard.org/
https://www.bwcscorecard.org/
https://www.bwcscorecard.org/
https://www1.nyc.gov/site/nypd/news/pr0306/nypd-completes-rollout-body-worn-cameras-all-officers-patrol#/0
https://www1.nyc.gov/site/nypd/news/pr0306/nypd-completes-rollout-body-worn-cameras-all-officers-patrol#/0
https://www1.nyc.gov/site/nypd/news/pr0306/nypd-completes-rollout-body-worn-cameras-all-officers-patrol#/0
https://www1.nyc.gov/site/nypd/news/pr0306/nypd-completes-rollout-body-worn-cameras-all-officers-patrol#/0
https://slate.com/news-and-politics/2015/08/police-body-and-dashboard-cameras-how-camera-perspective-bias-can-limit-the-objectivity-of-jurors.html
https://slate.com/news-and-politics/2015/08/police-body-and-dashboard-cameras-how-camera-perspective-bias-can-limit-the-objectivity-of-jurors.html
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How It Works Impact NYPD Policy & Scope of Use Further Reading

Surveillance towers 
allow officers to 
monitor areas from 
several stories 
above street level 
as well as record 
movements within 
a targeted area. 

Each SkyWatch 
tower contains 
flood lights, a com-
mand desk, devices 
to detect vehicle 
speeds, tinted win-
dows, digital video 
recorders, and 
customized surveil-
lance cameras.65 

The standard 
equipment placed 
on TerraHawk 
towers is unknown, 
but their patent-
ed technology 
contemplates the 
use of surveillance 
cameras along with 
infrared detectors, 
motion detectors, 
and a thermal im-
aging device.66

Surveillance towers raise 
the following concerns: 

Privacy. Surveillance 
towers impose a feeling 
of persistent monitoring, 
challenging reasonable 
expectations of privacy. 
Surveillance towers can 
also be used to collect in-
formation about bystand-
ers who are not connect-
ed to a law enforcement 
investigation.

Free Speech. Per-
sistent monitoring from 
surveillance towers can 
chill associations among 
individuals. 

SkyWatch Detective Guide (2013), redacted. 
TerraHawk Detective Guide (2013), redacted.

NYPD may deploy surveillance towers in 
response to a rise in crime within a particular 
area,67 but they have also been used to mon-
itor protests, such as Occupy Wall Street.68 
The current number of towers deployed by 
NYPD is unknown.

Surveillance towers are also used to col-
lect “probative” and “potentially probative” 
images, according to patrol guides, but the 
meaning of these terms is unclear.

According to media reports, TerraHawk Tow-
ers have been deployed in Staten Island, Far 
Rockaway, Coney Island, and Howard Beach. 

69 SkyWatch have also been deployed in Har-
lem70, Crown Heights71, downtown Manhattan 
(Zuccotti Park)72, Bedford-Stuyvesant Brook-
lyn73, and the Lower East Side of Manhattan 
(Tompkins Square Park)74.

Brooklyn Bureau: NYPD 
Towers May Defuse Cop, 
Community Friction (City 
Limits)

NYPD Removes Contro-
versial Surveillance Tower 
From Tompkins Square 
Park (Observer)

SkyWatch & TerraHawk Surveillance Towers

https://www.docdroid.net/OliJ4Z6/nypd-detective-guide-05-26-16.pdf#page=117
https://www.docdroid.net/OliJ4Z6/nypd-detective-guide-05-26-16.pdf#page=120
https://citylimits.org/2012/02/22/brooklyn-bureau-nypd-towers-may-defuse-cop-community-friction/
https://citylimits.org/2012/02/22/brooklyn-bureau-nypd-towers-may-defuse-cop-community-friction/
https://citylimits.org/2012/02/22/brooklyn-bureau-nypd-towers-may-defuse-cop-community-friction/
https://citylimits.org/2012/02/22/brooklyn-bureau-nypd-towers-may-defuse-cop-community-friction/
https://observer.com/2015/07/nypd-removes-controversial-surveillance-tower-from-tompkins-square-park/
https://observer.com/2015/07/nypd-removes-controversial-surveillance-tower-from-tompkins-square-park/
https://observer.com/2015/07/nypd-removes-controversial-surveillance-tower-from-tompkins-square-park/
https://observer.com/2015/07/nypd-removes-controversial-surveillance-tower-from-tompkins-square-park/
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1  See, e.g., Joy Buolamwini and Tim Gerbu, “Gender Shades: 
Intersectional Accuracy Disparities in Commercial Gender Classifi-
cation,” available at: http://proceedings.mlr.press/v81/buolamwin-
i18a/buolamwini18a.pdf; See also Abdurrahim, S.H., Samad, S.A. & 
Huddin, A.B. Vis Comput (2018) 34: 1617, available at: https://doi.
org/10.1007/s00371-017-1428-z; See also Jacob Snow, “Amazon’s 
Face Recognition False Matched 28 Members of Congress with 
Mugshots,” available at: https://www.aclu.org/blog/privacy-tech-
nology/surveillance-technologies/amazons-face-recognition-false-
ly-matched-28.

2  See Coalition letter urging federal moratorium on face recogni-
tion for law enforcement and immigration enforcement purposes, 
available at: https://www.aclu.org/sites/default/files/field_docu-
ment/2019-06-03_coalition_letter_calling_for_federal_moratori-
um_on_face_recognition.pdf. 

3  San Francisco “Stop Secret Surveillance” ordinance, File 
No. 190110, available at: https://sfgov.legistar.com/View.
ashx?M=F&ID=7206781&GUID=38D37061-4D87-4A94-9AB3-
CB113656159A. 

4  The final revisions to Oakland’s Surveillance and Community 
Safety Ordinance are pending, but see Charlie Osborne, “Oakland fol-
lows San Francisco’s lead in banning facial recognition tech,” ZDNet, 
July 19, 2019, available at: https://www.zdnet.com/article/oakland-
city-follows-san-franciscos-lead-in-banning-facial-recognition-tech/.  

5  See City of Somerville Massachussetts  Agenda Item 207566, 
available at: http://somervillecityma.iqm2.com/Citizens/
Detail_LegiFile.aspx?Frame=&MeetingID=2941&MediaPosi-
tion=&ID=20375&CssClass=. 

6  See NYPD correspondence with DataWorks Plus, Document 
020238-020312 at page 74-75 available at: https://drive.google.com/
drive/folders/1OxzGtFuWBU9PecG2cmpE8QfVwZm9kr22. 

7  NYPD, Real Time Crime Center FIS Presentation, available at: 
https://drive.google.com/open?id=18yVMSMAblqcE_nAlGf9XRl-
Unik8xWOh_. 

8  See id.

9  See id.

10  NYPD, Real Time Crime Center Facial Identification Section 
(FIS), presentation by Detective Markiewicz (Sept. 17, 2018) (notes 
on file with Clare Garvie at Georgetown Law Center on Privacy & 
Technology).

11  See George Joseph and Kenneth Lipp, “IBM Used NYPD Sur-
veillance Footage to Develop Technology That Lets Police Search By 
Skin Color,” The Intercept, September 6, 2018, available at: https://
theintercept.com/2018/09/06/nypd-surveillance-camera-skin-
tone-search/; see also IBM Presentation to NYPD “IBM SVS 4.0 
Research and Development Status Update 6 for NYPD,” (hereinafter 
“IBM Presentation”) October 16, 2012, available at: https://www.
documentcloud.org/documents/4452844-IBM-SVS-Analytics-4-0-
Plan-Update-for-NYPD-6.html. 

12  See Vexcel Presentation “Vexcel – NYPD: Domain Awareness 
System; IBM Delivery Transition Review,” at slide 3, available at: 
https://www.documentcloud.org/documents/4452846-Vex-
cel-NYPD-DTR-02-04-10.html. 

13  IBM, Software withdrawal: IBM Intelligent Video Analytics, April 
23, 2019, available at: https://www-01.ibm.com/common/ssi/Show-
Doc.wss?docURL=/common/ssi/rep_ca/2/897/ENUS919-092/
index.html&request_locale=en. 

14  See Statements of NYPD Inspector Salvatore DiPace, “New York 
City’s Hidden Surveillance Network Part 2 – by Scientific Ameri-
can,” September 16, 2011, available at: https://www.youtube.com/
watch?v=LSf4YCB3Hi0l; see also IBM Presentation at slide 22-50.

15  George Joseph and Kenneth Lipp, “IBM Used NYPD Surveil-
lance Footage to Develop Technology That Lets Police Search By 
Skin Color,” The Intercept, September 6, 2018, available at: https://
theintercept.com/2018/09/06/nypd-surveillance-camera-skin-
tone-search/.

16  2017 Handschu Guidelines at Section IX(B)(1), available 
at: https://www.aclu.org/sites/all/libraries/pdf.js/web/viewer.
html?file=https%3A%2F%2Fwww.aclu.org%2Fsites%2Fde-
fault%2Ffiles%2Ffield_document%2Fraza_exhibit_a_to_order_ap-
proving_stipulation_of_settlement_revised_handschu_guidelines.
pdf#page=1&zoom=auto,-14,800

17  See id. at Section IX(B)(2). 

18  See Office of Community Oriented Policing Services, U.S. 
Department of Justice and Police Executive Research Forum, “Social 
Media and Tactical Considerations” at 13 (2013) (identifying NYPD 
units that engage in social media monitoring, and exploring use by In-
telligence and Juvenile Justice as case studies), available at: https://
www.policeforum.org/assets/docs/Free_Online_Documents/
Technology/social%20media%20and%20tactical%20consider-
ations%20for%20law%20enforcement%202013.pdf. 

19  See David Uberti, “How Social-Media Surveillance of Teenagers 
Led to a New King of Policing,” The Nation, April 19, 2019, available at: 
https://www.thenation.com/article/jeffery-lane-digital-street-book-
review/. 

20  See id. at 13-16; see also George Joseph, “Years After Protests, 
NYPD Retains Photos of Black Lives Matter Activists,” The Appeal, 
January 17, 2019, available at: https://theappeal.org/years-after-pro-
tests-nypd-retains-photos-of-black-lives-matter-activists/. 

21  See Hannah Dreier, “He Drew His School Mascot – and ICE La-
beled Him a Gang Member,” ProPublica, December 27, 2018, available 
at: https://features.propublica.org/ms-13-immigrant-students/hun-
tington-school-deportations-ice-honduras/. 

22  See Ali Winston “Vague Rules Let Ice Depoart Undocumented 
Immigrants as Gang Members” The Intercept, February 17, 2017, 
available at: https://theintercept.com/2017/02/17/loose-clas-
sification-rules-give-ice-broad-authority-to-classify-immi-
grants-as-gang-members/.

23  See Jeff Coltin, “Why everyone is suddenly talking about the 
NYPD gang database,” City & State New York, June 13, 2018, available 
at: https://www.cityandstateny.com/articles/policy/criminal-justice/
why-everyone-suddenly-talking-about-nypd-gang-database.html. 

24  Emmanuel Felton, “Gang Databases Are a Life Sentence for 
Black and Latino Communities,” Pacific Standard, March 15, 2018, 
available at: https://psmag.com/social-justice/gang-databas-
es-life-sentence-for-black-and-latino-communities. 

25  See Statement of Chief Dermot Shea, Chief of Detectives, 
New York City Police Department, Before the New York City Council 
Committee on Public Safety, Committee Room, City Hall, June 13, 
2018, at 4.

26  See id.

27  See E.S. Levine, Jessica Tisch, Anthony Tasso, and Michael Joy, 
“The New York City Police Department’s Domain Awareness System,” 
Informs Journal on Applied Analytics, January 18, 2017, available at: 
https://pubsonline.informs.org/doi/10.1287/inte.2016.0860 (sub-
scription required).

28  See Affidavit of Lesa Moore, Supreme Court of the State of New 
York, County of New York, Index No. 160541/2016 at Page 2, available 
at: https://www.brennancenter.org/sites/default/files/Lesa%20
Moore%20Affidavit%20in%20Compliance%20-FINAL%20-%20
%28%23%20Legal%209761080%29%20%281%29.pdf. 

29  See Predictive Forecasting of Crime, a KEYSTATS presidenation 
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The	California	Consumer	Privacy	Act	(CCPA)	was	enacted	in	2018	and	takes	effect	on	January	1,	2020.	This	
landmark	piece	of	legislation	secures	new	privacy	rights	for	California	consumers.	On	October	10,	2019,	
Attorney	General	Xavier	Becerra	released	draft	regulations	under	the	CCPA	for	public	comment.		
	
The CCPA grants new rights to California consumers  

• The	right	to	know	what	personal	information	is	collected,	used,	shared	or	sold,	both	as	to	the	
categories	and	specific	pieces	of	personal	information;	

• The	right	to	delete	personal	information	held	by	businesses	and	by	extension,	a	business’s	service	
provider;	

• The	right	to	opt-out	of	sale	of	personal	information.	Consumers	are	able	to	direct	a	business	that	sells	
personal	information	to	stop	selling	that	information.	Children	under	the	age	of	16	must	provide	opt	in	
consent,	with	a	parent	or	guardian	consenting	for	children	under	13.		

• The	right	to	non-discrimination	in	terms	of	price	or	service	when	a	consumer	exercises	a	privacy	right	
under	CCPA.		

	
The CCPA applies to certain businesses 

• Businesses	are	subject	to	the	CCPA	if	one	or	more	of	the	following	are	true:	
o Has	gross	annual	revenues	in	excess	of	$25	million;	
o Buys,	receives,	or	sells	the	personal	information	of	50,000	or	more	consumers,	households,	or	

devices;	
o Derives	50	percent	or	more	of	annual	revenues	from	selling	consumers’	personal	information.	

• As	proposed	by	the	draft	regulations,	businesses	that	handle	the	personal	information	of	more	than	4	
million	consumers	will	have	additional	obligations.		

	
The CCPA imposes new business obligations 

• Businesses	subject	to	the	CCPA	must	provide	notice	to	consumers	at	or	before	data	collection.	
• Businesses	must	create	procedures	to	respond	to	requests	from	consumers	to	opt-out,	know,	and	

delete.	
o For	requests	to	opt-out,	businesses	must	provide	a	“Do	Not	Sell	My	Info”	link	on	their	website	

or	mobile	app.		
• Businesses	must	respond	to	requests	from	consumers	to	know,	delete,	and	opt-out	within	specific	

timeframes.		
o As	proposed	by	the	draft	regulations,	businesses	must	treat	user-enabled	privacy	settings	that	

signal	a	consumer’s	choice	to	opt-out	as	a	validly	submitted	opt-out	request.		
• Businesses	must	verify	the	identity	of	consumers	who	make	requests	to	know	and	to	delete,	whether	

or	not	the	consumer	maintains	a	password-protected	account	with	the	business.		
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o As	proposed	by	the	draft	regulations,	if	a	business	is	unable	to	verify	a	request,	it	may	deny	the	
request,	but	must	comply	to	the	greatest	extent	it	can.	For	example,	it	must	treat	a	request	to	
delete	as	a	request	to	opt-out.	

• As	proposed	by	the	draft	regulations,	businesses	must	disclose	financial	incentives	offered	in	exchange	
for	the	retention	or	sale	of	a	consumer’s	personal	information	and	explain	how	they	calculate	the	value	
of	the	personal	information.	Businesses	must	also	explain	how	the	incentive	is	permitted	under	the	
CCPA.	

• As	proposed	by	the	draft	regulations,	businesses	must	maintain	records	of	requests	and	how	they	
responded	for	24	months	in	order	to	demonstrate	their	compliance.	

o In	addition,	businesses	that	collect,	buy,	or	sell	the	personal	information	of	more	than	4	million	
consumers	have	additional	record-keeping	and	training	obligations.	
	

Cost estimates for CCPA compliance 
• According	to	estimates	in	the	Standardized	Regulatory	Impact	Assessment	for	the	CCPA	regulations,	

the	CCPA	will	protect	over	$12	billion	worth	of	personal	information	that	is	used	for	advertising	in	
California	each	year.1	

• Preliminary	estimates	suggest	a	total	of	$467	million	to	$16,454	million	in	costs	to	comply	with	the	
draft	regulation,	if	finalized,	during	the	period	2020-2030.2	

	
CCPA and GDPR 
The	California	Consumer	Privacy	Act	(CCPA)	and	the	European	Union’s	General	Data	Protection	Regulation	
(GDPR)	are	separate	legal	frameworks	with	different	scopes,	definitions,	and	requirements.		A	business	that	
complies	with	GDPR	and	is	subject	to	CCPA	may	have	additional	obligations	under	CCPA.		

• For	example,	under	GDPR,	companies	must	undertake	a	data	inventory	and	mapping	of	data	flows	in	
furtherance	of	creating	records	to	demonstrate	compliance.	Additional	data	mapping	may	be	
important	to	reflect	the	different	requirements	under	CCPA.	

• Under	GDPR,	companies	must	develop	processes	and/or	systems	to	respond	to	individual	requests	
for	access	to	personal	information	and	for	erasure	of	personal	information.	These	processes	and/or	
systems	may	be	applied	to	handling	CCPA	consumer	requests,	although	businesses	may	need	to	review	
and	reconcile	the	different	definitions	of	personal	information	and	applicable	rules	on	verification	of	
consumer	requests.	

• Under	GDPR,	companies	must	disclose	data	privacy	practices	in	a	privacy	policy.		CCPA	also	requires	
companies	to	disclose	specific	business	practices	in	a	comprehensive	privacy	policy.		Many	California	
companies	that	operate	commercial	websites	and	online	services	must	post	a	privacy	policy	under	the	
California	Online	Privacy	Protection	Policy,	or	CalOPPA,	and	will	need	to	update	this	policy	for	CCPA.	

• Under	GDPR,	companies	must	draft	and	execute	written	contracts	with	its	service	providers	
(“processors”).	Companies	may	need	to	review	these	contracts	to	reflect	requirements	under	CCPA.	

																																																													
1 Berkeley Economic Advising and Research, LLC, Standardized Regulatory Impact Assessment: California Consumer 
Privacy Act of 2018 Regulations (August 2019). 
2 Berkeley Economic Advising and Research, LLC, Standardized Regulatory Impact Assessment: California Consumer 
Privacy Act of 2018 Regulations (August 2019). This number is specifically the cost associated with the regulations and 
not general compliance costs associated to the underlying CCPA law.	
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Next steps in the regulatory process 
• The	Attorney	General	is	required	to	promulgate	regulations	to	clarify	and	operationalize	the	CCPA.		
• After	holding	seven	statewide	public	forums	and	reviewing	over	300	written	comments	during	the	

preliminary	rulemaking	stage,	the	Attorney	General	released	draft	regulations	on	October	10,	2019.	
• The	Attorney	General	will	consider	all	comments	and	may	revise	the	regulations	in	response.		
• Any	revision	to	the	proposed	regulations	will	be	subject	to	an	additional	15	day	public	comment	

period.			
• Following	the	comment	period,	the	Attorney	General	will	submit	the	final	text	of	the	regulations,	the	

final	Statement	of	Reasons	responding	to	every	comment	submitted,	and	an	updated	informative	
digest	to	the	Office	of	Administrative	Law.		OAL	has	30	working	days	to	review	the	regulations,	and	if	
approved,	the	rules	will	go	into	effect.	

	
Submitting public comments  
• The	draft	regulations	are	out	for	public	comment	until	December	6,	2019	at	5	p.m.	PST.	The	Attorney	

General	will	accept	written	comments	by	mail	or	email.		
• Please	visit	our	website	at	www.oag.ca.gov/privacy/ccpa	for	details	on	submitting	comments.	Please	

note	that	all	submissions	become	part	of	the	public	rulemaking	record.	
	

Public meetings 
• During	the	comment	period,	the	Attorney	General	will	hold	the	following	public	hearings:	

o December	2,	2019	–	Sacramento	
o December	3,	2019	–	Los	Angeles		
o December	4,	2019	–	San	Francisco	
o December	5,	2019	–	Fresno			

	
Please	visit	the	our	website	at	www.oag.ca.gov/privacy/ccpa	for	details	and	to	RSVP.	
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INTRODUCTION

A USER GUIDE TO DATA PROTECTION IN THE EUROPEAN UNION

Access Now presents A user guide to data protection in the European 
Union - Your rights and how to exercise them to help you exercise your 
right to data protection. This guide gives you information about the rights 
encompassed under the EU law on data protection as well as information 
on how to use these rights.

The European Union General Data Protection Regulation is a positive 
framework for users’ protection and can help you take back the control 
of your personal information. This law replaces and strengthens the 
1995 Data Protection Directive. Access Now is a strong supporter of the 
GDPR. In fact, we worked with lawmakers in Europe to strengthen users’ 
protections throughout the introduction, negotiations, and adoption of the 
law. After almost five years of debate, the GDPR became applicable on 25 
May 2018. With this guide, we aim to contribute to the long-term mission 
of the GDPR by giving you the necessary information and tools to exercise 
your rights. 

We invite you to read this guide carefully, so you can use your rights to 
make data protection a reality.

Brussels, July 2018
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WHAT IS THE GENERAL DATA 
PROTECTION REGULATION?

Personal data is any information 
relating to you, whether it relates to 
your private, professional, or public 
life. In the online environment, 
where vast amounts of personal 
data are shared and transferred 
around the globe instantaneously, 
it is increasingly difficult for 
people to maintain control of their 
personal information. This is where 
data protection and laws such as 
the GDPR come in.

Data protection refers to the 
practices, safeguards, and binding 
rules put in place to protect your 
personal information and ensure 
that you remain in control of it. 
In short, you should be able to 
decide whether or not you want 
to share some information, who 
has access to it, for how long, and 
for what reason, and to be able to 
modify some of this information, 
and more. In the EU, these rules 
are defined under the General Data 
Protection Regulation. The GDPR 
is a user-centric law which aims 
to put you back in control of your 
personal data, providing for the 
broad spectrum of users’ rights 
presented in this guide. 
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Under the GDPR, both private companies such as Facebook, 
Microsoft, Dropbox, Amazon, or Spotify and government bodies 
have the obligation to ensure the protection of your personal 
data. To be protected under the GDPR, you have to either be 
a citizen of the European Union or be located in the EU, no 
matter where you are from.

The GDPR comes with a robust enforcement mechanism 
which empowers data protection authorities to investigate 
data practices and fine companies or public entities up to 4% 
of their total worldwide annual turnover if they ignore their 
legal obligations and commit repeated, serious infringements 
of your rights. These fines are significant and proportionate 
to the gravity of the infringement on individuals’ fundamental 
rights. For far too long, a handful of companies have been 
diligently ignoring the EU’s data protection norms, which have 
been in place since 1995. With this new framework, the data 
protection authorities are better equipped to deal with free riders.

WHAT IS THE GENERAL DATA 
PROTECTION REGULATION?
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THE RIGHT TO INFORMATION
What are my rights?

All this information should 
be provided to you in a 
concise, transparent, 
intelligible way, using clear 
and plain language. This 
means that an entity must 
have terms of service and a 
privacy policy that are easily 
understood, which has not 
typically been the case.

Relevant article under 
the GDPR: Articles 12, 13, 
and 14.

When a company, a government body, or an 
organisation collects and uses information about you, 
you have the right to get information about: 

• the name of the entity using your data, 

• the contact information of the person or department in 
charge of personal data protection at this entity,

• the reason for which the entity will use your data,

• the type of personal data the entity holds about you,

• the length of time your data will be kept,

• whether your data will be shared with third parties and 
who they are,

• whether your data will be used for automated decision-
making via algorithms,

• whether data will be moved outside the EU,

• your other basic data protection rights,

• your right to file a complaint, and

• what legal basis has been used to authorise the 
collection and use of your personal data. There are six 
legal grounds authorising entities to use personal data 
under the GDPR, such as your explicit and informed 
consent or the execution of a contract.
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What are my rights?

You can exercise this right 
several times at reasonable 
intervals, but if your 
requests are repetitive, an 
entity may ask a fee from 
the second request. Keep 
in mind that this right is not 
absolute. If your request 
impacts the rights and 
freedoms of others, you 
may receive only a partial 
copy of this information, or 
none. However, the entity 
shall explain why it was not 
possible to provide you with 
the information.

Relevant article under the 
GDPR: Article 15

No matter how your information was collected, you 
have the right to ask for and obtain information from a 
company, a government body, or an organisation as to 
whether it holds any personal data about you.

If an entity has information about you, you then have 
the right to be provided, free of charge, a copy of your 
data and any relevant additional information regarding 
the reason your information was collected and used, 
how long it has been kept, whether it was disclosed to 
a third party, and more. Unless you ask otherwise, you 
will be provided a copy of your data electronically (e.g., 
via email or online forms).

THE RIGHT OF ACCESS
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What are my rights?

Once you have notified the 
entity, it has the obligation 
to change your information 
within a month. During this 
period, the entity can refuse 
to modify the information 
but must then notify you and 
explain why.

Relevant article under the 
GDPR: Article 16

You have the right to amend and modify the information 
that a company, government body, or organisation has 
about you if this information is incorrect, incomplete, 
or inaccurate (for instance, if you have changed your 
contact details or residence).

THE RIGHT TO RECTIFICATION
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What are my rights?

In addition, when you have 
consented to use of your 
personal data, you have 
the right to withdraw that 
consent at any time by 
notifying the entity.

Relevant article under the 
GDPR: Article 18

Under certain circumstances, you have the right 
to request that a company, government body, or 
organisation stop using or limit the use of information 
about you so that you can verify the way that the entity 
is using it.

As an example, you can exercise this right when:

• it is unclear whether and when personal data about 
you will be deleted,

• the accuracy of the data is contested,

• the data is no longer needed for the purposes it was 
originally collected but it cannot be deleted because 
of legal obligations, and

• you have exercised your right to object to the use of 
your data altogether but the decision is pending.

THE RIGHT TO RESTRICT PROCESSING
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What are my rights?

Keep in mind that when 
you ask that your data be 
deleted, companies may 
retain information they 
have created based on 
your data. For instance, 
a company like Facebook 
that creates profiles or 
makes assumptions about 
you based on your “likes” 
or browsing habits may 
keep that information. We 
encourage you to request 
deletion of this information 
explicitly when you leave a 
platform, and if they fail to 
act, to bring a complaint.

Relevant article under the 
GDPR: Article 17

You have the right to ask for the deletion of your 
personal data when:

• a company, government body, or organisation holds 
information about you that is no longer needed (for 
instance, if you have chosen to leave a service or a 
platform), or

•  your data has been used unlawfully.

In addition, personal data that you provided before you 
were 16 years old can be deleted at any time at your 
request. The age requirement for children may vary in 
some EU states from 13 to 16 years old.

THE RIGHT TO ERASURE
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What are my rights?

Your right to object to use 
of your data for decision-
making that is based solely 
on automated processes 
is perhaps one of the most 
important rights in the 
era of big data. Through 
techniques like profiling, 
your information is gathered 
to be evaluated, analysed, 
and used to predict your 
behaviour and make 
assumptions about you. This 
practice is fundamentally 
contrary to your right to 
privacy and can be highly 
discriminatory.

Even if your right to object 
is limited under national 
laws, we encourage you to 
exercise this right and bring 
a complaint if necessary.

Relevant article under the 
GDPR: Article 21

THE RIGHT TO OBJECT

You have the right to object to the collection, use, 
and storage of your personal data by a company,  
government body, or organisation when:

• your data is being used for direct marketing 
(After your request, the entity must stop using your 
personal data and comply with your request free of 
charge.),

• your data is being used for automated decision 
making, including profiling, where no human 
intervention or review will take place,

• your data is being used for scientific or historical 
research and statistics, and

• your data is being used for an entity’s “legitimate 
interest” or in carrying out a task in the public 
interest.

In the last two scenarios, your right to object may be 
limited if the entity can demonstrate that the use of 
your data is necessary and that the reason for using it 
overrides your interests, rights, and freedoms. 
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What are my rights?

Relevant article under the 
GDPR: Recital 71, Articles 
13 to 15

When your data is used to make a decision about 
you, with an automated process such as the use 
of algorithms, you have the right to be given an 
explanation about its functioning. While the GDPR does 
not spell out details about the information you should 
receive, we recommend that you at least request: 

• the information that was entered into the automated 
system,

• the reason for the use of the automated system (for 
example to calculate a credit or insurance rate, or 
decide on hiring),

• the objective of the use of the automated system 
(for example to speed up processes, or to limit 
mathematical errors),

• whether a human intervention and review of the 
process and decision will take place (if not, you have 
the right to object to the use of such an automated 
system), and

• your ability to challenge the decision made through 
use of the automated system, and to ask for a 
review.

THE RIGHT TO AN EXPLANATION
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What are my rights?

This right is a novelty under 
data protection law and can 
help foster innovation and 
competition in the digital 
era, since it allows users to 
more easily switch between 
platforms. However, in order 
for this right to deliver its 
promise and for users and 
innovators to truly benefit 
from it, it will be important 
to develop and implement 
interoperability standards 
between services. This 
means that platforms 
should use a similar format 
for entering data.

Relevant article under the 
GDPR: Article 20

You have the right to move your data from one service 
to another, and as such, to receive a file with your 
information in a structured, commonly used, and 
machine-readable format. This means that if you 
wish to move to a new social media platform, for 
example, you can do so quickly and easily by taking 
your data from the old platform to the new one. When 
it is technically feasible, you can directly request that 
your personal data be transferred to another company 
whose services you would like to use. This right 
relates only to information that you have provided to 
companies. Any data that companies collect or create 
based on your data will not necessarily be provided in a 
portable file.

THE RIGHT TO DATA PORTABILITY
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HOW CAN I EXERCISE MY RIGHTS?

Most entities have a dedicated 
email address that you can use to 
exercise your rights which can be 
found in the terms of service or 
privacy policies that are required 
to be available online. We know 
these policies are typically long 
(although this should improve 
under the GDPR). However, we 
encourage you to take a look and 
search for a contact address. If 
you cannot find contact informa-
tion, that conflicts with your right 
to information and you can bring 
this matter to a data protection 
authority (see next point).

You can exercise all the rights mentioned above by sending an email to any company, 
government body, or organisation that holds data about you. 

The email could be as simple as follows:

Dear xxx,

Pursuant to the EU General Data Protection Regu-
lation, I would like to exercise my right to withdraw 
consent to the processing of my data / right of access / 
right to erasure / right to object to the processing of my 
data / right to rectification / right to restrict processing / 
right to an explanation / right to portability, linked to my 
name and/or email address.

I look forward to hearing back from you.

Best regards,
xxx
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HOW CAN I EXERCISE MY RIGHTS?

For Thalys, contact the company data protection 
officer at data.protection@thalys.com 

For Eurosport, contact the platform data protec-
tion officer at DPO@discovery.com  

For Zalando, you can find a specific contact 
information based on your spoken language in 
Chapter 13 of the company’s privacy statement: 
https://www.zalando.be/zalando-privacy-state-
ment/#chapter-13 

For British Airways, you can request a copy of 
your data at DPO@ba.com. You can also verify and 
modify the way that British Airways uses your 
data at: https://www.britishairways.com/travel/
permissionscentre/public/ 

For Palantir, send an email to data-subject-re-
quest@palantir.com

Below are some examples of points of contact provided by companies for you to 
exercise your rights. We are giving examples from different industries, not just the 
technology industry, since the GDPR applies to any entity collecting data about you.

For the Belgian Passenger Information Unit, 
which collects, uses, and retains data for five 
years when a traveler enters the country by 
plane, boat, train, or bus, you can contact the 
data protection office at belpiu.dpo@ibz.fgov.be or 
DPO - Leuvenseweg 1, 1000 Brussels.
 
Google allows you to exercise some of your rights 
through its privacy policies: https://policies.
google.com/privacy?hl=en&gl=be#infochoices 
and you can also send an email to Google’s data 
protection office via this form: https://support.
google.com/policies/contact/general_priva-
cy_form. We also encourage you to take a few 
minutes to review and adjust controls for how 
and when Google can use your information, both 
for your account https://myaccount.google.com/
privacycheckup and specifically for the use of 
ads https://adssettings.google.com/authenticat-
ed?hl=en

mailto:data.protection%40thalys.com?subject=
mailto:DPO%40discovery.com?subject=
https://www.zalando.be/zalando-privacy-statement/#chapter-13
https://www.zalando.be/zalando-privacy-statement/#chapter-13
mailto:DPO%40ba.com?subject=
https://www.britishairways.com/travel/permissionscentre/public/
https://www.britishairways.com/travel/permissionscentre/public/
mailto:data-subject-request%40palantir.com?subject=
mailto:data-subject-request%40palantir.com?subject=
mailto:belpiu.dpo%40ibz.fgov.be?subject=
https://policies.google.com/privacy?hl=en&gl=be#infochoices
https://policies.google.com/privacy?hl=en&gl=be#infochoices
https://support.google.com/policies/contact/general_privacy_form
https://support.google.com/policies/contact/general_privacy_form
https://support.google.com/policies/contact/general_privacy_form
https://myaccount.google.com/privacycheckup
https://myaccount.google.com/privacycheckup
https://adssettings.google.com/authenticated?hl=en
https://adssettings.google.com/authenticated?hl=en
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You can exercise all the rights mentioned above at any point in time. If you think your 
data protection rights or other related privacy rights have been breached, you can 
take legal action, which has been made easier under the GDPR:

WHAT CAN I DO IF MY RIGHTS HAVE 
BEEN VIOLATED OR MY DATA MISUSED?

You can file a complaint with the data protection authority (DPA) of the EU 
country where you are located. DPAs are independent public authorities that monitor, 
supervise, and enforce the application of the GDPR. They are here for you. The DPA has 
the obligation to inform you about the progress of any complaint three months after you 
file it. If at any point you are dissatisfied with the response from the DPA handling your 
complaint, you can bring the authority to court. The table below gives you information and 
contact points for every DPA in the EU.

You can file a case in court against a company, a government body, or an organisation. 
You can do this instead of, or in addition to, filing a complaint with your data protection 
authority.

You have the right for a non-governmental organisation (NGO) to file a com-
plaint on your behalf if the NGO is legally established, its activities are protecting 
individuals or the public interest, and the NGO has expertise in the area of data protection. 
This avenue is important to empower you if your complaint or case is lengthy and complex. 
Having the option of NGO representation opens more avenues for remedy, increasing the 
chances that violation of your rights will not go unpunished.
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Austria
Österreichische Datenschutzbehörde
Hohenstaufengasse 3
1010 Wien

!   Tel. +43 1 531 15 202525
% dsb@dsb.gv.at 
>   https://www.dsb.gv.at/

Belgium
Commission de la protection de la vie privée
Rue de la Presse 35
1000 Bruxelles

!   Tel. +32 2 274 48 00
% commission@privacycommission.be 
>   https://www.privacycommission.be/

Bulgaria
Commission for Personal Data Protection
2, Prof. Tsvetan Lazarov blvd.
Sofia 1592

!   Tel. +359 2 915 3523
% kzld@cpdp.bg  
>   https://www.cpdp.bg/

Croatia
Croatian Personal Data Protection Agency
Martićeva 14
10000 Zagreb

!   Tel. +385 1 4609 000
% azop@azop.hr 
>   http://www.azop.hr/

WHERE SHOULD I GO IF MY RIGHTS HAVE 
BEEN VIOLATED OR MY DATA MISUSED?

Cyprus
Commissioner for Personal Data Protection
1 Lasonos Street
1082 Nicosia
P.O. Box 23378, CY-1682 Nicosia

!   Tel. +357 22 818 456
% commissioner@dataprotection.gov.cy
>   http://www.dataprotection.gov.cy/

Czech Republic
The Office for Personal Data Protection
Pplk. Sochora 27
170 00 Prague 7

!   Tel. +420 234 665 111
% posta@uoou.cz  
>   https://www.uoou.cz/

Denmark
Datatilsynet
Borgergade 28, 5
1300 Copenhagen K

!   Tel. +45 33 1932 00
% dt@datatilsynet.dk 
>   https://www.datatilsynet.dk/

Estonia
Estonian Data Protection Inspectorate 
Väike-Ameerika 19
10129 Tallinn

!   Tel. +372 6274 135
% info@aki.ee 
>   http://www.aki.ee/en
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Finland
Office of the Data Protection Ombudsman
P.O. Box 315
FIN-00181 Helsinki

!   Tel. +358 10 3666 700
% tietosuoja@om.fi 
>   https://tietosuoja.fi/en/home

France
Commission Nationale de l’Informatique et des Libertés 
- CNIL
8 rue Vivienne, CS 30223
F-75002 Paris, Cedex 02

!   Tel. +33 1 53 73 22 22
w  https://www.cnil.fr/fr/plaintes
>   https://www.cnil.fr/

Germany (Federal)
Die Bundesbeauftragte für den Datenschutz und die 
Informationsfreiheit
Husarenstraße 30
53117 Bonn

!   Tel. +49 228 997799 0
% poststelle@bfdi.bund.de  
>   https://www.bfdi.bund.de/

Greece
Hellenic Data Protection Authority
Kifisias Av. 1-3, PC 11523
Ampelokipi Athens

!   Tel. +30 210 6475 600
% contact@dpa.gr 
>   http://www.dpa.gr/

Hungary
Data Protection Commissioner of Hungary
Szilágyi Erzsébet fasor 22/C
H-1125 Budapest

!   Tel. +36 1 3911 400
% peterfalvi.attila@naih.hu 
>   http://www.naih.hu/

Ireland
Data Protection Commissioner
Canal House - Station Road
Portarlington
Co. Laois

!   Tel. +353 57 868 4800
% info@dataprotection.ie 
>   https://www.dataprotection.ie/

Italy
Garante per la protezione dei dati personali
Piazza di Monte Citorio, 121
00186 Roma

!   Tel. +39 06 69677 1
% garante@garanteprivacy.it
>   https://www.garanteprivacy.it/

Latvia
Data State Inspectorate
Director: Ms Signe Plumina
Blaumana str. 11/13-15
1011 Riga

!   Tel. +371 6722 3131
% info@dvi.gov.lv  
>   http://www.dvi.gov.lv/
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Lithuania
State Data Protection
Žygimantų str. 11-6a
011042 Vilnius

!   Tel. +370 5 279 14 45
% ada@ada.lt 
>   https://www.ada.lt/

Luxembourg
Commission Nationale pour la Protection des Données
1, avenue du Rock’n’Roll
L-4361 Esch-sur-Alzette

!   Tel. +352 2610 60 1
% info@cnpd.lu 
>   https://cnpd.public.lu/

Malta
Office of the Data Protection Commissioner
2, Airways House
High Street, Sliema SLM 1549

!   Tel. +356 2328 7100
% commissioner.dataprotection@gov.mt 
>   http://www.dataprotection.gov.mt/

The Netherlands
Autoriteit Persoons Gegevens
Prins Clauslaan 60
P.O. Box 93374
2509 AJ Den Haag/The Hague

!   Tel. +31 70 888 8500
% info@autoriteitpersoonsgegevens.nl 
>   https://autoriteitpersoonsgegevens.nl/nl

Poland
The Bureau of the Inspector General for the Protection 
of Personal Data - GIODO
ul. Stawki 2
00-193 Warsaw

!   Tel. +48 22 53 10 440
% kancelaria@giodo.gov.pl 
>   https://giodo.gov.pl/

Portugal
Comissão Nacional de Protecção de Dados - CNPD
R. de São. Bento, 148-3°
1200-821 Lisboa

!   Tel. +351 21 392 84 00
% geral@cnpd.pt 
>   https://www.cnpd.pt/

Romania
The National Supervisory Authority for Personal Data 
Processing
B-dul Magheru 28-30
Sector 1, BUCUREŞTI

!   Tel. +40 21 252 5599
% anspdcp@dataprotection.ro 
>   http://www.dataprotection.ro/

Slovakia
Office for Personal Data Protection of the Slovak Republic
Hraničná 12
820 07 Bratislava 27

!   Tel. + 421 2 32 31 32 14
% statny.dozor@pdp.gov.sk 
>   https://dataprotection.gov.sk/uoou/
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Slovenia
Information Commissioner
Zaloška 59
1000 Ljubljana

!   Tel. +386 1 230 9730
% gp.ip@ip-rs.si 
>   https://www.ip-rs.si/

Spain
Agencia de Protección de Datos
C/Jorge Juan, 6
28001 Madrid

!   Tel. +34 91399 6200
% internacional@agpd.es
>   https://www.agpd.es/

Sweden
Datainspektionen
Drottninggatan 29
5th Floor
Box 8114
104 20 Stockholm

!   Tel. +46 8 657 6100
% datainspektionen@datainspektionen.se 
>   https://www.datainspektionen.se/

United Kingdom
The Information Commissioner’s Office
Water Lane, Wycliffe House
Wilmslow - Cheshire SK9 5AF

!   Tel. +44 1625 545 745
% international.team@ico.org.uk 
>   https://ico.org.uk
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CONCLUSION

In the digital era, ensuring that your data are protected is essential. Misuse of data 
can result in discriminatory decisions, violation of privacy rights, identity theft, fraud, 
and more. This is why you must be in control of your information. The data protection 
rights safeguarded under the GDPR and presented in this guide will help put you 
back in control.

For far too long, data protection laws have been ignored because of weak 
enforcement mechanisms. Now that the law has changed in the EU, we have a 
responsibility to help make data protection a reality and hold the entities collecting, 
using, and storing our data accountable for infringement of our rights. We invite you 
to use this guide to start exercising your rights.

Additional resources
Want to know more about data protection and the GDPR? Here are some useful resources:

• European awareness campaign: the GDPR explained 
https://gdprexplained.eu

• Access Now’s blog post on why data protection matters 
https://www.accessnow.org/data-protection-matters-protect

• EDRi’s paper on data protection 
https://edri.org/wp-content/uploads/2013/10/paper06_web_20130128.pdf 

• European Commission’s tool on the GDPR - citizens’ guide 
https://ec.europa.eu/info/law/law-topic/data-protection/reform/rights-citizens_en

https://gdprexplained.eu
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AN ACT Relating to the management and oversight of personal data;1
adding a new chapter to Title 19 RCW; prescribing penalties; and2
providing an effective date.3

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF WASHINGTON:4

NEW SECTION.  Sec. 1.  SHORT TITLE. This act may be known and5
cited as the Washington privacy act.6

NEW SECTION.  Sec. 2.  LEGISLATIVE FINDINGS. (1) The legislature7
finds that the people of Washington regard their privacy as a8
fundamental right and an essential element of their individual9
freedom. Washington's Constitution explicitly provides the right to10
privacy, and fundamental privacy rights have long been and continue11
to be integral to protecting Washingtonians and to safeguarding our12
democratic republic.13

(2) Ongoing advances in technology have produced an exponential14
growth in the volume and variety of personal data being generated,15
collected, stored, and analyzed, which presents both promise and16
potential peril. The ability to harness and use data in positive ways17
is driving innovation and brings beneficial technologies to society;18
however, it has also created risks to privacy and freedom. The19
unregulated and unauthorized use and disclosure of personal20
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information and loss of privacy can have devastating impacts, ranging1
from financial fraud, identity theft, and unnecessary costs, to2
personal time and finances, to destruction of property, harassment,3
reputational damage, emotional distress, and physical harm.4

(3) Given that technological innovation and new uses of data can5
help solve societal problems and improve quality of life, the6
legislature seeks to shape responsible public policies where7
innovation and protection of individual privacy coexist. The8
legislature notes that our federal authorities have not developed or9
adopted into law regulatory or legislative solutions that give10
consumers control over their privacy. In contrast, the European11
Union's general data privacy regulation has continued to influence12
data privacy policies and practices of those businesses competing in13
global markets. In the absence of federal standards, Washington and14
other states across the United States are analyzing elements of the15
European Union's general data privacy regulation to enact state-based16
data privacy regulatory protections.17

(4) With this act, Washington state will be among the first tier18
of states giving consumers the ability to protect their own rights to19
privacy and requiring companies to be responsible custodians of data20
as technological innovations emerge. This act does so by explicitly21
providing consumers the right to access, correction, and deletion of22
personal data, as well as the right to opt out of the collection and23
use of personal data for certain purposes. These rights will add to,24
and not subtract from, the consumer protection rights that consumers25
already have under Washington state law.26

(5) Additionally, this act imposes affirmative obligations upon27
companies to safeguard personal data and provide clear,28
understandable, and transparent information to consumers about how29
their personal data are used. It strengthens compliance and30
accountability by requiring data protection assessments in the31
collection and use of personal data. Finally, it empowers the state32
attorney general to obtain and evaluate a company's data protection33
assessments, to impose penalties where violations occur, and to34
prevent against future violations.35

NEW SECTION.  Sec. 3.  DEFINITIONS. The definitions in this36
section apply throughout this chapter unless the context clearly37
requires otherwise.38
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(1) "Affiliate" means a legal entity that shares common branding1
with another legal entity and that controls, is controlled by, or is2
under common control with, that other legal entity. For these3
purposes, "control" or "controlled" means ownership of, or the power4
to vote, more than fifty percent of the outstanding shares of any5
class of voting security of a company; control in any manner over the6
election of a majority of the directors or of individuals exercising7
similar functions; or the power to exercise a controlling influence8
over the management of a company.9

(2) "Authenticate" means to use reasonable means to determine10
that a request to exercise any of the rights in section 6 (1) through11
(5) of this act is being made by the consumer who is entitled to12
exercise such rights.13

(3) "Business associate" has the same meaning as in Title 4514
C.F.R., established pursuant to the federal health insurance15
portability and accountability act of 1996.16

(4) "Child" means any natural person under thirteen years of age.17
(5) "Consent" means a clear affirmative act signifying a freely18

given, specific, informed, and unambiguous indication of a consumer's19
agreement to the processing of personal data relating to the20
consumer, such as by a written statement, including by electronic21
means, or other clear affirmative action.22

(6) "Consumer" means a natural person who is a Washington23
resident acting only in an individual or household context. It does24
not include a natural person acting in a commercial or employment25
context.26

(7) "Controller" means the natural or legal person which, alone27
or jointly with others, determines the purposes and means of the28
processing of personal data.29

(8) "Covered entity" has the same meaning as in Title 45 C.F.R.,30
established pursuant to the federal health insurance portability and31
accountability act of 1996.32

(9) "Decisions that produce legal effects concerning a consumer33
or similarly significant effects concerning a consumer" means34
decisions that include, but are not limited to, the denial of35
consequential services or support, such as financial and lending36
services, housing, insurance, education enrollment, criminal justice,37
employment opportunities, health care services, and access to basic38
necessities, such as food and water.39
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(10) "Deidentified data" means data that cannot reasonably be1
used to infer information about, or otherwise be linked to, an2
identified or identifiable natural person, or a device linked to such3
person, provided that the business that possesses the data: (a) Takes4
reasonable measures to ensure that the data cannot be associated with5
a natural person or household; (b) publicly commits to maintain and6
use the data only in a deidentified fashion and not attempt to7
reidentify the data; and (c) contractually obligates any recipients8
of the information to comply with all provisions of this subsection.9

(11) "Enroll," "enrolled," or "enrolling" means the process by10
which a facial recognition service creates a facial template from one11
or more images of a consumer and adds the facial template to a12
gallery used by the facial recognition service for identification,13
verification, or persistent tracking of consumers. It also includes14
the act of adding an existing facial template directly into a gallery15
used by a facial recognition service.16

(12) "Facial recognition service" means technology that analyzes17
facial features and is used for the identification, verification, or18
persistent tracking of consumers in still or video images.19

(13) "Facial template" means the machine-interpretable pattern of20
facial features that is extracted from one or more images of a21
consumer by a facial recognition service.22

(14) "Health care facility" has the same meaning as in RCW23
70.02.010.24

(15) "Health care information" has the same meaning as in RCW25
70.02.010.26

(16) "Health care provider" has the same meaning as in RCW27
70.02.010.28

(17) "Identification" means the use of a facial recognition29
service by a controller to determine whether an unknown consumer30
matches any consumer who has been enrolled in a gallery used by the31
facial recognition service.32

(18) "Identified or identifiable natural person" means a person33
who can be readily identified, directly or indirectly.34

(19) "Meaningful human review" means review or oversight by one35
or more individuals who are trained in accordance with section 18(9)36
of this act and who have the authority to alter the decision under37
review.38

(20) "Ongoing surveillance" means tracking the physical movements39
of a specified individual through one or more public places over40
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time, whether in real time or through application of a facial1
recognition service to historical records. It does not include a2
single recognition or attempted recognition of an individual if no3
attempt is made to subsequently track that individual's movement over4
time after the individual has been recognized.5

(21) "Persistent tracking" means the use of a facial recognition6
service to track the movements of a consumer on a persistent basis7
without recognition of that consumer. Such tracking becomes8
persistent as soon as:9

(a) The facial template that permits the tracking uses a facial10
recognition service for more than forty-eight hours after the first11
enrolling of that template; or12

(b) The data created by the facial recognition service are linked13
to any other data such that the consumer who has been tracked is14
identified or identifiable.15

(22)(a) "Personal data" means any information that is linked or16
reasonably linkable to an identified or identifiable natural person.17
"Personal data" does not include deidentified data or publicly18
available information.19

(b) For purposes of this subsection, "publicly available20
information" means information that is lawfully made available from21
federal, state, or local government records.22

(23) "Process" or "processing" means any operation or set of23
operations which are performed on personal data or on sets of24
personal data, whether or not by automated means, such as the25
collection, use, storage, disclosure, analysis, deletion, or26
modification of personal data.27

(24) "Processor" means a natural or legal person who processes28
personal data on behalf of a controller.29

(25) "Profiling" means any form of automated processing of30
personal data to evaluate, analyze, or predict personal aspects31
concerning an identified or identifiable natural person's economic32
situation, health, personal preferences, interests, reliability,33
behavior, location, or movements.34

(26) "Protected health information" has the same meaning as in35
Title 45 C.F.R., established pursuant to the federal health insurance36
portability and accountability act of 1996.37

(27) "Pseudonymous data" means personal data that cannot be38
attributed to a specific natural person without the use of additional39
information, provided that such additional information is kept40
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separately and is subject to appropriate technical and organizational1
measures to ensure that the personal data are not attributed to an2
identified or identifiable natural person.3

(28) "Recognition" means the use of a facial recognition service4
to determine whether:5

(a) An unknown consumer matches any consumer who has been6
enrolled in a gallery used by the facial recognition service; or7

(b) An unknown consumer matches a specific consumer who has been8
enrolled in a gallery used by the facial recognition service.9

(29)(a) "Sale," "sell," or "sold" means the exchange of personal10
data for monetary or other valuable consideration by the controller11
to a third party.12

(b) "Sale" does not include the following: (i) The disclosure of13
personal data to a processor who processes the personal data on14
behalf of the controller; (ii) the disclosure of personal data to a15
third party with whom the consumer has a direct relationship for16
purposes of providing a product or service requested by the consumer17
or otherwise in a manner that is consistent with a consumer's18
reasonable expectations considering the context in which the consumer19
provided the personal data to the controller; (iii) the disclosure or20
transfer of personal data to an affiliate of the controller; or (iv)21
the disclosure or transfer of personal data to a third party as an22
asset that is part of a merger, acquisition, bankruptcy, or other23
transaction in which the third party assumes control of all or part24
of the controller's assets.25

(30) "Security or safety purpose" means physical security,26
protection of consumer data, safety, fraud prevention, or asset27
protection.28

(31) "Sensitive data" means (a) personal data revealing racial or29
ethnic origin, religious beliefs, mental or physical health condition30
or diagnosis, sexual orientation, or citizenship or immigration31
status; (b) the processing of genetic or biometric data for the32
purpose of uniquely identifying a natural person; (c) the personal33
data from a known child; or (d) specific geolocation data. "Sensitive34
data" is a form of personal data.35

(32) "Serious criminal offense" means any felony under chapter36
9.94A RCW or an offense enumerated by Title 18 U.S.C. Sec. 2516.37

(33) "Specific geolocation data" means information that directly38
identifies the specific location of a natural person with the39
precision and accuracy below one thousand seven hundred fifty feet.40
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(34) "Targeted advertising" means displaying advertisements to a1
consumer where the advertisement is selected based on personal data2
obtained from a consumer's activities over time and across3
nonaffiliated web sites or online applications to predict such4
consumer's preferences or interests. It does not include advertising:5
(a) Based on activities within a controller's own web sites or online6
applications; (b) based on the context of a consumer's current search7
query or visit to a web site or online application; or (c) to a8
consumer in response to the consumer's request for information or9
feedback.10

(35) "Third party" means a natural or legal person, public11
authority, agency, or body other than the consumer, controller,12
processor, or an affiliate of the processor of the controller.13

(36) "Verification" means the use of a facial recognition service14
by a controller to determine whether a consumer is a specific15
consumer enrolled in a gallery used by the facial recognition16
service.17

NEW SECTION.  Sec. 4.  JURISDICTIONAL SCOPE. (1) This chapter18
applies to legal entities that conduct business in Washington or19
produce products or services that are targeted to residents of20
Washington, and that satisfy one or more of the following thresholds:21

(a) Controls or processes personal data of one hundred thousand22
consumers or more; or23

(b) Derives over fifty percent of gross revenue from the sale of24
personal data and processes or controls personal data of twenty-five25
thousand consumers or more.26

(2) This chapter does not apply to:27
(a) State and local governments;28
(b) Municipal corporations;29
(c) Information that meets the definition of:30
(i) Protected health information for purposes of the federal31

health insurance portability and accountability act of 1996 and32
related regulations;33

(ii) Health care information for purposes of chapter 70.02 RCW;34
(iii) Patient identifying information for purposes of 42 C.F.R.35

Part 2, established pursuant to 42 U.S.C. Sec. 290dd-2;36
(iv) Identifiable private information for purposes of the federal37

policy for the protection of human subjects, 45 C.F.R. Part 46, or38
identifiable private information that is otherwise information39
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collected as part of human subjects research pursuant to the good1
clinical practice guidelines issued by the international council for2
harmonisation, or the protection of human subjects under 21 C.F.R.3
Parts 50 and 56;4

(v) Information and documents created specifically for, and5
collected and maintained by:6

(A) A quality improvement committee for purposes of RCW7
43.70.510, 70.230.080, or 70.41.200;8

(B) A peer review committee for purposes of RCW 4.24.250;9
(C) A quality assurance committee for purposes of RCW 74.42.64010

or 18.20.390;11
(D) A hospital, as defined in RCW 43.70.056, for reporting of12

health care-associated infections for purposes of RCW 43.70.056, a13
notification of an incident for purposes of RCW 70.56.040(5), or14
reports regarding adverse events for purposes of RCW 70.56.020(2)(b);15

(vi) Information and documents created for purposes of the16
federal health care quality improvement act of 1986, and related17
regulations; or18

(vii) Patient safety work product for purposes of 42 C.F.R. Part19
3, established pursuant to 42 U.S.C. Sec. 299b-21 through 299b-26;20

(d) Information originating from, and intermingled to be21
indistinguishable with, information under (c) of this subsection that22
is maintained by:23

(i) A covered entity or business associate as defined by the24
health insurance portability and accountability act of 1996 and25
related regulations;26

(ii) A health care facility or health care provider as defined in27
RCW 70.02.010; or28

(iii) A program or a qualified service organization as defined by29
42 C.F.R. Part 2, established pursuant to 42 U.S.C. Sec. 290dd-2;30

(e) An activity involving the collection, maintenance,31
disclosure, sale, communication, or use of any personal information32
bearing on a consumer's credit worthiness, credit standing, credit33
capacity, character, general reputation, personal characteristics, or34
mode of living by a consumer reporting agency, as defined in Title 1535
U.S.C. Sec. 1681a(f), by a furnisher of information, as set forth in36
Title 15 U.S.C. Sec. 1681s-2, who provides information for use in a37
consumer report, as defined in Title 15 U.S.C. Sec. 1861a(d), and by38
a user of a consumer report, as set forth in Title 15 U.S.C. Sec.39
1681b.40
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Such activity involving the collection, maintenance, disclosure,1
sale, communication, or use of such information by that agency,2
furnisher, or user is subject to regulation under the fair credit3
reporting act, Title 15 U.S.C. Sec. 1681 et seq., and the information4
may not be used, communicated, disclosed, or sold except as5
authorized by the fair credit reporting act;6

(f) Personal data collected and maintained for purposes of7
chapter 43.71 RCW;8

(g) Personal data collected, processed, sold, or disclosed9
pursuant to the federal Gramm-Leach-Bliley act (P.L. 106-102), and10
implementing regulations, if the collection, processing, sale, or11
disclosure is in compliance with that law;12

(h) Personal data collected, processed, sold, or disclosed13
pursuant to the federal driver's privacy protection act of 1994 (1814
U.S.C. Sec. 2721 et seq.), if the collection, processing, sale, or15
disclosure is in compliance with that law;16

(i) Controllers that are in compliance with the verifiable17
parental consent mechanisms under the children's online privacy18
protection act, Title 15 U.S.C. Sec. 6501 through 6506 and its19
implementing regulations. Controllers shall be deemed compliant with20
any obligation to obtain parental consent under this chapter;21

(j) Personal data regulated by the federal family educations22
rights and privacy act, 20 U.S.C. Sec. 1232g and its implementing23
regulations;24

(k) Personal data regulated by the student user privacy in25
education rights act, chapter 28A.604 RCW; or26

(l) Data maintained for employment records purposes.27

NEW SECTION.  Sec. 5.  RESPONSIBILITY ACCORDING TO ROLE. (1)28
Controllers and processors are responsible for meeting their29
respective obligations established under this chapter.30

(2) Processors are responsible under this chapter for adhering to31
the instructions of the controller and assisting the controller to32
meet its obligations under this chapter. Such assistance shall33
include the following:34

(a) Taking into account the nature of the processing, the35
processor shall assist the controller by appropriate technical and36
organizational measures, insofar as this is possible, for the37
fulfillment of the controller's obligation to respond to consumer38
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requests to exercise their rights pursuant to section 6 of this act;1
and2

(b) Taking into account the nature of processing and the3
information available to the processor, the processor shall assist4
the controller in meeting the controller's obligations in relation to5
the security of processing the personal data and in relation to the6
notification of a breach of the security of the system pursuant to7
RCW 19.255.010; and shall provide information to the controller8
necessary to enable the controller to conduct and document any data9
protection assessments required by section 9 of this act.10

(3) Notwithstanding the instructions of the controller, a11
processor shall:12

(a) Implement and maintain reasonable security procedures and13
practices to protect personal data, taking into account the context14
in which the personal data are to be processed;15

(b) Ensure that each person processing the personal data is16
subject to a duty of confidentiality with respect to the data; and17

(c) Engage a subcontractor only after providing the controller18
with an opportunity to object and pursuant to a written contract in19
accordance with subsection (5) of this section that requires the20
subcontractor to meet the obligations of the processor with respect21
to the personal data.22

(4) Processing by a processor shall be governed by a contract23
between the controller and the processor that is binding on both24
parties and that sets out the processing instructions to which the25
processor is bound, including the nature and purpose of the26
processing, the type of personal data subject to the processing, the27
duration of the processing, and the obligations and rights of both28
parties. In addition, the contract shall include the requirements29
imposed by this subsection and subsection (3) of this section, as30
well as the following requirements:31

(a) At the choice of the controller, the processor shall delete32
or return all personal data to the controller as requested at the end33
of the provision of services, unless retention of the personal data34
is required by law;35

(b)(i) The processor shall make available to the controller all36
information necessary to demonstrate compliance with the obligations37
in this chapter; and (ii) the processor shall allow for, and38
contribute to, reasonable audits and inspections by the controller or39
the controller's designated auditor; alternatively, the processor40
Code Rev/JO:eab 10 S-4873.3/20 3rd draft



shall arrange for a qualified and independent auditor to conduct, at1
least annually and at the processor's expense, an audit of the2
processor's policies and technical and organizational measures in3
support of the obligations under this chapter using an appropriate4
and accepted control standard or framework and audit procedure for5
such audits as applicable, and shall provide a report of such audit6
to the controller upon request.7

(5) In no event shall any contract relieve a controller or a8
processor from the liabilities imposed on them by virtue of its role9
in the processing relationship as defined by this chapter.10

(6) Determining whether a person is acting as a controller or11
processor with respect to a specific processing of data is a fact-12
based determination that depends upon the context in which personal13
data are to be processed. A person that is not limited in its14
processing of personal data pursuant to a controller's instructions,15
or that fails to adhere to such instructions, is a controller and not16
a processor with respect to a specific processing of data. If a17
processor begins, alone or jointly with others, determining the18
purposes and means of the processing of personal data, it is a19
controller with respect to such processing.20

NEW SECTION.  Sec. 6.  CONSUMER PERSONAL DATA RIGHTS. Consumers21
may exercise the rights set forth in this section by submitting a22
request, at any time, to a controller specifying which rights the23
consumer wishes to exercise. In the case of processing personal data24
concerning a known child, the parent or legal guardian of the known25
child shall exercise the rights of this chapter on the child's26
behalf. Except as provided in this chapter, the controller must27
comply with a request to exercise the rights pursuant to subsections28
(1) through (5) of this section.29

(1) Right of access. A consumer has the right to confirm whether30
or not a controller is processing personal data concerning the31
consumer and access such personal data.32

(2) Right to correction. A consumer has the right to correct33
inaccurate personal data concerning the consumer, taking into account34
the nature of the personal data and the purposes of the processing of35
the personal data.36

(3) Right to deletion. A consumer has the right to delete37
personal data concerning the consumer.38
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(4) Right to data portability. When exercising the right to1
access personal data pursuant to subsection (1) of this section, a2
consumer has the right to obtain personal data concerning the3
consumer, which the consumer previously provided to the controller,4
in a portable and, to the extent technically feasible, readily usable5
format that allows the consumer to transmit the data to another6
controller without hindrance, where the processing is carried out by7
automated means.8

(5) Right to opt out. A consumer has the right to opt out of the9
processing of personal data concerning such consumer for purposes of10
targeted advertising, the sale of personal data, or profiling in11
furtherance of decisions that produce legal effects concerning a12
consumer or similarly significant effects concerning a consumer.13

(6) Notifying third parties of consumer requests. A controller14
must, upon request, take reasonable steps to communicate a consumer's15
request to correct, delete, or opt out of the processing of personal16
data under subsection (2), (3), or (5) of this section to each third17
party to whom the controller disclosed the personal data within one18
year preceding the consumer's request, unless this proves19
functionally impractical, technically infeasible, or involves20
disproportionate effort.21

(7) Responding to consumer requests. (a) A controller must inform22
a consumer of any action taken on a request under subsections (1)23
through (5) of this section without undue delay and in any event24
within forty-five days of receipt of the request. That period may be25
extended once by forty-five additional days where reasonably26
necessary, taking into account the complexity and number of the27
requests. The controller must inform the consumer of any such28
extension within forty-five days of receipt of the request, together29
with the reasons for the delay.30

(b) If a controller does not take action on the request of a31
consumer, the controller must inform the consumer without undue delay32
and at the latest within thirty days of receipt of the request of the33
reasons for not taking action and instructions for how to appeal the34
decision with the controller as described in subsection (8) of this35
section.36

(c) Information provided under this section must be provided by37
the controller free of charge, up to twice annually to the consumer.38
Where requests from a consumer are manifestly unfounded or excessive,39
in particular because of their repetitive character, the controller40
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may either: (i) Charge a reasonable fee to cover the administrative1
costs of complying with the request, or (ii) refuse to act on the2
request. The controller bears the burden of demonstrating the3
manifestly unfounded or excessive character of the request.4

(d) A controller is not required to comply with a request to5
exercise any of the rights under subsections (1) through (4) of this6
section if the controller is unable to authenticate the request using7
commercially reasonable efforts. In such cases, the controller may8
request the provision of additional information reasonably necessary9
to authenticate the request.10

(8)(a) Controllers must establish an internal process whereby11
consumers may appeal a refusal to take action on a request to12
exercise any of the rights under subsections (1) through (5) of this13
section within a reasonable period of time after the consumer's14
receipt of the notice sent by the controller under subsection (7)(b)15
of this section.16

(b) The appeal process must be conspicuously available and as17
easy to use as the process for submitting such requests under this18
section.19

(c) Within thirty days of receipt of an appeal, a controller must20
inform the consumer of any action taken or not taken in response to21
the appeal, along with a written explanation of the reasons in22
support thereof. That period may be extended by sixty additional days23
where reasonably necessary, taking into account the complexity and24
number of the requests serving as the basis for the appeal. The25
controller must inform the consumer of any such extension within26
thirty days of receipt of the appeal, together with the reasons for27
the delay. The controller must also provide the consumer with an28
email address or other online mechanism through which the consumer29
may submit the appeal, along with any action taken or not taken by30
the controller in response to the appeal and the controller's written31
explanation of the reasons in support thereof, to the attorney32
general.33

(d) When informing a consumer of any action taken or not taken in34
response to an appeal pursuant to (c) of this subsection, the35
controller must clearly and prominently ask the consumer whether the36
consumer consents to having the controller submit the appeal, along37
with any action taken or not taken by the controller in response to38
the appeal and the controller's written explanation of the reasons in39
support thereof, to the attorney general. If the consumer provides40
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such consent, the controller must submit such information to the1
attorney general.2

(e) The attorney general must make publicly available on its web3
site all information it receives from a controller pursuant to (d) of4
this subsection, except that any information that may identify a5
consumer shall be redacted from such information before it is made6
publicly available on the attorney general's web site.7

NEW SECTION.  Sec. 7.  PROCESSING DEIDENTIFIED DATA OR8
PSEUDONYMOUS DATA. (1) This chapter does not require a controller or9
processor to do any of the following solely for purposes of complying10
with this chapter:11

(a) Reidentify deidentified data;12
(b) Comply with an authenticated consumer request to access,13

correct, delete, or port personal data pursuant to section 6 (1)14
through (4) of this act, if all of the following are true:15

(i)(A) The controller is not reasonably capable of associating16
the request with the personal data, or (B) it would be unreasonably17
burdensome for the controller to associate the request with the18
personal data;19

(ii) The controller does not use the personal data to recognize20
or respond to the specific consumer who is the subject of the21
personal data, or associate the personal data with other personal22
data about the same specific consumer; and23

(iii) The controller does not sell the personal data to any third24
party or otherwise voluntarily disclose the personal data to any25
third party other than a processor, except as otherwise permitted in26
this section; or27

(c) Maintain data in identifiable form, or collect, obtain,28
retain, or access any data or technology, in order to be capable of29
associating an authenticated consumer request with personal data.30

(2) The rights contained in section 6 (1) through (4) of this act31
do not apply to pseudonymous data in cases where the controller is32
able to demonstrate that it is not in a position to identify the33
consumer, for instance, due to the institution of effective technical34
and organizational controls that prevent the controller from35
accessing information that would enable the identification of the36
consumer.37

(3) A controller that uses pseudonymous data or deidentified data38
must exercise reasonable oversight to monitor compliance with any39
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contractual commitments to which the pseudonymous data or1
deidentified data are subject, and must take appropriate steps to2
address any breaches of contractual commitments.3

NEW SECTION.  Sec. 8.  RESPONSIBILITIES OF CONTROLLERS. (1)4
Transparency.5

(a) Controllers shall provide consumers with a reasonably6
accessible, clear, and meaningful privacy notice that includes:7

(i) The categories of personal data processed by the controller;8
(ii) The purposes for which the categories of personal data are9

processed;10
(iii) How and where consumers may exercise the rights contained11

in section 6 of this act, including how a consumer may appeal a12
controller's action with regard to the consumer's request;13

(iv) The categories of personal data that the controller shares14
with third parties, if any; and15

(v) The categories of third parties, if any, with whom the16
controller shares personal data.17

(b) If a controller sells personal data to third parties or18
processes personal data for targeted advertising, it must clearly and19
conspicuously disclose such processing, as well as the manner in20
which a consumer may exercise the right to opt out of such21
processing, in a clear and conspicuous manner.22

(c) Controllers shall not require a consumer to create a new23
account in order to exercise a right, but a controller may require a24
consumer to use an existing account to exercise the consumer's rights25
under this chapter.26

(2) Purpose specification. A controller's collection of personal27
data must be limited to what is reasonably necessary in relation to28
the specified and express purposes for which such data are processed,29
as disclosed to the consumer.30

(3) Data minimization. A controller's collection of personal data31
must be adequate, relevant, and limited to what is reasonably32
necessary in relation to the specified and express purposes for which33
such data are processed, as disclosed to the consumer.34

(4) Avoid secondary use. Except as provided in this chapter, a35
controller may not process personal data for purposes that are not36
reasonably necessary to, or compatible with, the specified and37
express purposes for which such personal data are processed, as38
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disclosed to the consumer, unless the controller obtains the1
consumer's consent.2

(5) Security. A controller shall establish, implement, and3
maintain reasonable administrative, technical, and physical data4
security practices to protect the confidentiality, integrity, and5
accessibility of personal data. Such data security practices shall be6
appropriate to the volume and nature of the personal data at issue.7

(6) Nondiscrimination. A controller may not process personal data8
in violation of state and federal laws that prohibit unlawful9
discrimination against consumers. A controller shall not discriminate10
against a consumer for exercising any of the rights contained in this11
chapter, including denying goods or services to the consumer,12
charging different prices or rates for goods or services, and13
providing a different level of quality of goods and services to the14
consumer.15

(7) Sensitive data. A controller may not process sensitive data16
concerning a consumer without obtaining the consumer's consent, or,17
in the case of the processing of personal data concerning a known18
child, without obtaining consent from the child's parent or lawful19
guardian.20

(8) Nonwaiver of consumer rights. Any provision of a contract or21
agreement of any kind that purports to waive or limit in any way a22
consumer's rights under this chapter shall be deemed contrary to23
public policy and shall be void and unenforceable.24

NEW SECTION.  Sec. 9.  DATA PROTECTION ASSESSMENTS. (1)25
Controllers must conduct, to the extent not previously conducted, a26
data protection assessment of each of their processing activities27
involving personal data and an additional data protection assessment28
any time there is a change in processing that materially increases29
the risk to consumers. Such data protection assessments must take30
into account the type of personal data to be processed by the31
controller, including the extent to which the personal data are32
sensitive data or otherwise sensitive in nature, and the context in33
which the personal data are to be processed.34

(2) Data protection assessments conducted under subsection (1) of35
this section must identify and weigh the benefits that may flow36
directly and indirectly from the processing to the controller,37
consumer, other stakeholders, and the public against the potential38
risks to the rights of the consumer associated with such processing,39
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as mitigated by safeguards that can be employed by the controller to1
reduce such risks. The use of deidentified data and the reasonable2
expectations of consumers, as well as the context of the processing3
and the relationship between the controller and the consumer whose4
personal data will be processed, must be factored into this5
assessment by the controller.6

(3) If the data protection assessment conducted under subsection7
(1) of this section determines that the potential risks of privacy8
harm to consumers are substantial and outweigh the interests of the9
controller, consumer, other stakeholders, and the public in10
processing the personal data of the consumer, the controller may only11
engage in such processing with the consent of the consumer or if12
another exemption under this chapter applies. To the extent the13
controller seeks consumer consent for processing, such consent must14
be as easy to withdraw as to give.15

(4) Processing shall be presumed to be permissible unless: (a) It16
involves the processing of sensitive data; and (b) the risk of17
processing cannot be reduced by appropriate administrative and18
technical safeguards.19

(5) The attorney general may request, in writing, that a20
controller disclose any data protection assessment that is relevant21
to an investigation conducted by the attorney general. The controller22
must make a data protection assessment available to the attorney23
general upon such a request. The attorney general may evaluate the24
data protection assessments for compliance with the duties contained25
in section 8 of this act and with other laws including, but not26
limited to, chapter 19.86 RCW. Data protection assessments are27
confidential and exempt from public inspection and copying under28
chapter 42.56 RCW. The disclosure of a data protection assessment29
pursuant to a request from the attorney general under this subsection30
does not constitute a waiver of the attorney-client privilege or work31
product protection with respect to the assessment and any information32
contained in the assessment.33

NEW SECTION.  Sec. 10.  LIMITATIONS AND APPLICABILITY. (1) The34
obligations imposed on controllers or processors under this chapter35
do not restrict a controller's or processor's ability to:36

(a) Comply with federal, state, or local laws, rules, or37
regulations;38
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(b) Comply with a civil, criminal, or regulatory inquiry,1
investigation, subpoena, or summons by federal, state, local, or2
other governmental authorities;3

(c) Cooperate with law enforcement agencies concerning conduct or4
activity that the controller or processor reasonably and in good5
faith believes may violate federal, state, or local laws, rules, or6
regulations;7

(d) Investigate, establish, exercise, prepare for, or defend8
legal claims;9

(e) Provide a product or service specifically requested by a10
consumer, perform a contract to which the consumer is a party, or11
take steps at the request of the consumer prior to entering into a12
contract;13

(f) Protect the vital interests of the consumer or of another14
natural person;15

(g) Prevent, detect, protect against, or respond to security16
incidents, identity theft, fraud, harassment, malicious or deceptive17
activities, or any illegal activity; preserve the integrity or18
security of systems; or investigate, report, or prosecute those19
responsible for any such action;20

(h) Process personal data for reasons of public interest in the21
areas of public health, or generalizable scientific, historical, or22
statistical research, but solely to the extent that the processing is23
(i) subject to suitable and specific measures to safeguard the rights24
of the consumer; and (ii) under the responsibility of a professional25
subject to confidentiality obligations under federal, state, or local26
law; or27

(i) Assist another controller, processor, or third party with any28
of the obligations under this subsection.29

(2) The obligations imposed on controllers or processors under30
this chapter do not restrict a controller's or processor's ability to31
collect, use, or retain data to:32

(a) Conduct internal research to improve, repair, or develop33
products, services, or technology;34

(b) Identify and repair technical errors that impair existing or35
intended functionality; or36

(c) Perform internal operations that are reasonably aligned with37
the expectations of the consumer based on the consumer's existing38
relationship with the controller, or are otherwise compatible with39
processing in furtherance of the provision of a product or service40
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specifically requested by a consumer or the performance of a contract1
to which the consumer is a party.2

(3) The obligations imposed on controllers or processors under3
this chapter do not apply where compliance by the controller or4
processor with this chapter would violate an evidentiary privilege5
under Washington law and do not prevent a controller or processor6
from providing personal data concerning a consumer to a person7
covered by an evidentiary privilege under Washington law as part of a8
privileged communication.9

(4) A controller or processor that discloses personal data to a10
third-party controller or processor in compliance with the11
requirements of this chapter is not in violation of this chapter if12
the recipient processes such personal data in violation of this13
chapter, provided that, at the time of disclosing the personal data,14
the disclosing controller or processor did not have actual knowledge15
that the recipient intended to commit a violation. A third-party16
controller or processor receiving personal data from a controller or17
processor in compliance with the requirements of this chapter is18
likewise not in violation of this chapter for the obligations of the19
controller or processor from which it receives such personal data.20

(5) Obligations imposed on controllers and processors under this21
chapter shall not:22

(a) Adversely affect the rights or freedoms of any persons, such23
as exercising the right of free speech pursuant to the First24
Amendment to the United States Constitution; or25

(b) Apply to the processing of personal data by a natural person26
in the course of a purely personal or household activity.27

(6) Personal data that are processed by a controller pursuant to28
this section must not be processed for any purpose other than those29
expressly listed in this section. Personal data that are processed by30
a controller pursuant to this section may be processed solely to the31
extent that such processing is: (i) Necessary, reasonable, and32
proportionate to the specific purpose or purposes listed in this33
section; and (ii) adequate, relevant, and limited to what is34
necessary in relation to the specific purpose or purposes listed in35
this section. Furthermore, personal data that are collected, used, or36
retained pursuant to subsection (2) of this section must, insofar as37
possible, taking into account the nature and purpose or purposes of38
such collection, use, or retention, be subjected to reasonable39
administrative, technical, and physical measures to protect the40
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confidentiality, integrity, and accessibility of the personal data,1
and to reduce reasonably foreseeable risks of harm to consumers2
relating to such collection, use, or retention of personal data.3

(7) If a controller processes personal data pursuant to an4
exemption in this section, the controller bears the burden of5
demonstrating that such processing qualifies for the exemption and6
complies with the requirements in subsection (6) of this section.7

(8) Processing personal data solely for the purposes expressly8
identified in subsection (1)(a) through (d) or (g) of this section9
does not, by itself, make an entity a controller with respect to such10
processing.11

NEW SECTION.  Sec. 11.  LIABILITY. (1) Any violation of this12
chapter shall not serve as the basis for, or be subject to, a private13
right of action under this chapter or under any other law. This does14
not relieve any party from any duties or obligations imposed, or to15
alter any independent rights that consumers have under other laws,16
chapter 19.86 RCW, the Washington state Constitution, or the United17
States Constitution.18

(2) Where more than one controller or processor, or both a19
controller and a processor, involved in the same processing, is in20
violation of this chapter, the liability must be allocated among the21
parties according to principles of comparative fault, unless such22
liability is otherwise allocated by contract among the parties.23

NEW SECTION.  Sec. 12.  ENFORCEMENT. (1) The attorney general has24
exclusive authority to enforce this chapter by bringing an action in25
the name of the state, or as parens patriae on behalf of persons26
residing in the state.27

(2) Any controller or processor that violates this chapter is28
subject to an injunction and liable for a civil penalty of not more29
than seven thousand five hundred dollars for each violation.30

NEW SECTION.  Sec. 13.  CONSUMER PRIVACY ACCOUNT. The consumer31
privacy account is created in the state treasury. All receipts from32
the imposition of civil penalties under this chapter must be33
deposited into the account except for the recovery of costs and34
attorneys' fees accrued by the attorney general in enforcing this35
chapter. Moneys in the account may be spent only after appropriation.36
Moneys in the account may only be used for the purposes of the office37
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of privacy and data protection as created under RCW 43.105.369, and1
may not be used to supplant general fund appropriations to the2
agency.3

NEW SECTION.  Sec. 14.  PREEMPTION. This chapter supersedes and4
preempts laws, ordinances, regulations, or the equivalent adopted by5
any local entity regarding the processing of personal data by6
controllers or processors.7

NEW SECTION.  Sec. 15.  PRIVACY OFFICE STUDY. (1) The state8
office of privacy and data protection shall conduct a study on the9
development of technology, such as a browser setting, browser10
extension, or global device setting, indicating a consumer's11
affirmative, freely given, and unambiguous choice to opt out of the12
processing of personal data for the purposes of targeted advertising,13
the sale of personal data, or profiling in furtherance of decisions14
that produce legal effects concerning consumers or similarly15
significant effects concerning consumers.16

(2) The office of privacy and data protection shall submit a17
report of its findings and recommendations to the governor and the18
appropriate committees of the legislature by October 31, 2021.19

NEW SECTION.  Sec. 16.  ATTORNEY GENERAL REPORT. (1) The attorney20
general shall compile a report evaluating the liability and21
enforcement provisions of this chapter including, but not limited to,22
the effectiveness of its efforts to enforce this chapter, and any23
recommendations for changes to such provisions.24

(2) The attorney general shall submit the report to the governor25
and the appropriate committees of the legislature by July 1, 2022.26

NEW SECTION.  Sec. 17.  JOINT RESEARCH INITIATIVES. The governor27
may enter into agreements with the governments of the Canadian28
province of British Columbia and the states of California and Oregon29
for the purpose of sharing personal data or personal information by30
public bodies across national and state borders to enable31
collaboration for joint data-driven research initiatives. Such32
agreements must provide reciprocal protections that the respective33
governments agree appropriately safeguard the data.34
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NEW SECTION.  Sec. 18.  FACIAL RECOGNITION. (1) Processors that1
provide facial recognition services must make available an2
application programming interface or other technical capability,3
chosen by the processor, to enable controllers or third parties to4
conduct legitimate, independent, and reasonable tests of those facial5
recognition services for accuracy and unfair performance differences6
across distinct subpopulations. Such subpopulations may be defined by7
race, skin tone, ethnicity, gender, age, disability status, or other8
protected characteristic that is objectively determinable or self-9
identified by the individuals portrayed in the testing dataset. If10
the results of that independent testing identify material unfair11
performance differences across subpopulations and those results are12
disclosed directly to the processor, who, acting reasonably,13
determines that the methodology and results of that testing are14
valid, then the processor must develop and implement a plan to15
address the identified performance differences. Nothing in this16
subsection prevents a processor from prohibiting the use of the17
processor's facial recognition service by a competitor for18
competitive purposes.19

(2) Processors that provide facial recognition services must20
provide documentation that includes general information that:21

(a) Explains the capabilities and limitations of the services in22
plain language; and23

(b) Enables testing of the services in accordance with this24
section.25

(3) Processors that provide facial recognition services must26
prohibit, in the contract required by section 5 of this act, the use27
of facial recognition services by controllers to unlawfully28
discriminate under federal or state law against individual consumers29
or groups of consumers.30

(4) Controllers must provide a conspicuous and contextually31
appropriate notice whenever a facial recognition service is deployed32
in a physical premise open to the public that includes, at minimum,33
the following:34

(a) The purpose or purposes for which the facial recognition35
service is deployed; and36

(b) Information about where consumers can obtain additional37
information about the facial recognition service including, but not38
limited to, a link to any applicable online notice, terms, or policy39
that provides information about where and how consumers can exercise40
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any rights that they have with respect to the facial recognition1
service.2

(5) Controllers must obtain consent from a consumer prior to3
enrolling an image of that consumer in a facial recognition service4
used in a physical premises open to the public.5

(6) Except as provided in subsection (5) of this section,6
controllers may enroll an image of a consumer in a facial recognition7
service for a security or safety purpose without first obtaining8
consent from that consumer, provided that all of the following9
requirements are met:10

(a) The controller must hold a reasonable suspicion, based on a11
specific incident, that the consumer has engaged in criminal12
activity, which includes, but is not limited to, shoplifting, fraud,13
stalking, or domestic violence;14

(b) Any database used by a facial recognition service for15
identification, verification, or persistent tracking of consumers for16
a security or safety purpose must be used solely for that purpose and17
maintained separately from any other databases maintained by the18
controller;19

(c) The controller must review any such database used by the20
controller's facial recognition service no less than biannually to21
remove facial templates of consumers whom the controller no longer22
holds a reasonable suspicion that they have engaged in criminal23
activity or that are more than three years old; and24

(d) The controller must establish an internal process whereby a25
consumer may correct or challenge the decision to enroll the image of26
the consumer in a facial recognition service for a security or safety27
purpose.28

(7) Controllers using a facial recognition service to make29
decisions that produce legal effects on consumers or similarly30
significant effects on consumers must ensure that those decisions are31
subject to meaningful human review.32

(8) Prior to deploying a facial recognition service in the33
context in which it will be used, controllers must test the facial34
recognition service in operational conditions. Controllers must take35
commercially reasonable steps to ensure best quality results by36
following all reasonable guidance provided by the developer of the37
facial recognition service.38

(9) Controllers using a facial recognition service must conduct39
periodic training of all individuals that operate a facial40
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recognition service or that process personal data obtained from the1
use of facial recognition services. Such training shall include, but2
not be limited to, coverage of:3

(a) The capabilities and limitations of the facial recognition4
service;5

(b) Procedures to interpret and act on the output of the facial6
recognition service; and7

(c) The meaningful human review requirement for decisions that8
produce legal effects on consumers or similarly significant effects9
on consumers, to the extent applicable to the deployment context.10

(10) Controllers shall not knowingly disclose personal data11
obtained from a facial recognition service to a law enforcement12
agency, except when such disclosure is:13

(a) Pursuant to the consent of the consumer to whom the personal14
data relates;15

(b) Required by federal, state, or local law in response to a16
court order, court-ordered warrant, or subpoena or summons issued by17
a judicial officer or grand jury;18

(c) Necessary to prevent or respond to an emergency involving19
danger of death or serious physical injury to any person, upon a good20
faith belief by the controller; or21

(d) To the national center for missing and exploited children, in22
connection with a report submitted thereto under Title 18 U.S.C. Sec.23
2258A.24

(11) Controllers and processors that deploy a facial recognition25
service must respond to a consumer request to exercise the rights26
specified in section 6 of this act and must fulfill the duties27
identified in section 8 of this act.28

NEW SECTION.  Sec. 19.  Sections 1 through 18 and 20 of this act29
constitute a new chapter in Title 19 RCW.30

NEW SECTION.  Sec. 20.  Except for section 15 of this act, this31
act takes effect July 31, 2021.32

--- END ---
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